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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of Nuffield Trust on 14 and 

15 July 2015 against the requirements of the data sharing agreement (DSA) NIC-326736-

Q0F3G covering the supply of linked pseudonymised data.  

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by Nuffield Trust on 16 November 2016. It involved a WebEx session which allowed 

evidence held on its systems to be interactively viewed.  Additional supporting evidence was 

supplied via email following the WebEx session. 

Since the original audit, the Nuffield Trust has obtained certification to ISO 27001:2013. A 

copy of the certificate along with a copy of the Statement of Applicability was provided to the 

Audit Team. 

Based on this post audit review all findings have been closed. 

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to Nuffield Trust under the 

terms and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

Nuffield Trust has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all nonconformities, observations and points for follow-up no 

further action is required by Nuffield Trust.   

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  
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2 Status 

Table 1 identifies the minor nonconformities, observations and points for follow-up raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  There is no clear process by which changes to 

underlying legislation required by the data sharing 

framework contract are identified 

Operational 

Management 

A generic mailbox has been created to receive 

legislation updates. Mailing lists have been signed up 

to, including the NHS Digital Information Governance 

Alliance. Minutes from the Information Governance 

Committee (IGC) meeting recognises this action. 

Nuffield reported that received emails shall be 

reviewed by the IGC and the Information Security 

Management System (ISMS) updated as necessary.  

Minor Closed 

2.  Some of the research publications shown to the Audit 

Team did not carry the HSCIC copyright statement as 

required by the data sharing contract 

Operational 

Management 

A recent publication was viewed by the Audit Team. 

Within this publication an embedded graph identified 

its source as being HES. This recognition was 

considered adequate by the Audit Team for this type of 

insert. Nuffield reported that the Communications 

Team is aware of the need to include appropriate 

wording in publications. 

Minor Closed 

3.  Further precautions could be applied to manage 

physical access to the server room 

Access 

Control 

Nuffield reported that access to the server room has 

been further restricted with the addition of a keypad 

code. The key to the original lock will at all times be 

with a member of the IT Team.  

Observation Closed 

4.  Given the control by which research files and folders 

are electronically wiped and a record of the activity 

kept, the Audit Team is not sure why the option of 

wiping files in the presence of a member of the 

Research Team and not producing a record exists in 

the Information Security Management System 

Data 

Destruction 

The ISMS has been reworded to state that a record of 

the wipe is retained. It does not mandate that the wipe 

is conducted in the presence of a member of the 

Research Team.   

Observation Closed 
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Ref Comments Link to Area Update Designation Status 

5.  There is potentially a class of storage media (server 

discs, backup tapes, etc.) that has contained sensitive 

data which is securely wiped that Nuffield may choose 

not to sell on but has not defined the means of 

disposal 

Data 

Destruction 

The ISMS now requires all equipment to be either 

securely wiped or destroyed by a certified 3
rd

 party.  

Observation Closed 

6.  There is a need to update the Information Governance 

Committee (IGC) Terms of Reference given that 

statements within it are out of date; it also must reflect 

new requirements defined in the Information Security 

Management System 

Operational 

Management 

The IGC has agreed a new version of the Terms of 

Reference, dated 3 June 2016.  

Observation Closed 

7.  It was recommended by the Audit Team that the risk 

and issue proforma developed by the ISO 27001 

consultant becomes the baseline for risk assessments 

in the company 

Risk 

Management 

Nuffield has revised its risk register to be more 

comprehensive and to reference relevant ISO 27001 

controls. 

Observation Closed 

8.  There is no traceability of action status arising from 

items raised at the IGC 

Operational 

Management 

All action points are now collected in a single action log 

which is reviewed at IGC meetings under a standard 

agenda item. The Audit Team was shown minutes for 

26 September 2016. 

Observation Closed 

9.  Review asset register at follow-up visit Operational 

Management 

Improvements have been made to the existing asset 

register.  

Follow-up Closed 

10.  Review audit programme at follow-up visit Operational 

Management 

An annual internal audit is being undertaken in line 

with the organisation’s certification to ISO 27001. The 

last audit was conducted in August 2016. 

NHS Digital expect this programme and its results will 

be scrutinised by the external ISO 27001 auditor as 

part of the surveillance visits. 

Follow-up Closed 

Table 1: Nonconformities, Observations and Points for follow-up 


