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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at Cheshire East Council - 

Public Health on 29 and 30 November 2016. It provides an evaluation of how the Public 

Health Information Team (PHIT) conforms to the requirements of the data sharing framework 

contract (DSFC) CON-00749-G0D9V and the data sharing agreement (DSA)  

NIC-00747-G8G0Z with respect to the provision of:  

 patient-level pseudonymised Hospital Episode Statistics (HES) data:  

 annual extracts 2005-2017. 

The report also considers whether the PHIT conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

It should be noted at the time of the on-site visit the development of the IT infrastructure to 

hold and process HES data was in the project development state. The production / live 

environment was still to be developed. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling by the PHIT along with its associated documentation against the scope areas 

shown in Table 1.  

Whilst the PHIT identified intended uses for the data stated within the purposes set out in the 

DSA, it is currently not using the data for any purpose until the development phase is 

complete. Therefore Data Use and Benefits could not be fully assessed and has not been 

given an assurance rating at this time.  

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Substantial assurance 

Access Control Moderate assurance 

Risk Management Moderate assurance 

Operational Management and Control Moderate assurance 

Data Destruction Substantial assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 
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1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is low risk of a breach of information 

security, duties of care, confidentiality or integrity (including inappropriate access to or loss of 

data) provided by NHS Digital to the PHIT under the terms and conditions of the data sharing 

agreements signed by both parties. 

1.4 Response 

The PHIT has reviewed this report and confirmed that it is accurate.  

The PHIT will establish a corrective action plan to address each finding shown in Table 2. 

NHS Digital will validate this plan and the resultant actions at a post audit review with the 

PHIT to confirm the findings have been satisfactorily addressed. The post audit review will 

also consider the outstanding evidence at which point the Audit Team may raise further 

nonconformities/observations. 
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2 Findings 

Table 2 identifies the 6 minor nonconformities, 6 observations and 3 points for follow-up raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  The SQL server is not encrypted to the standard required by the Council’s SQL 

Security Standards, which states that systems holding sensitive and high value 

data should be encrypted. 

Access Control CEC S002 - SQL Security 

Standards, page 6 

Minor  

2.  The Information Asset Register (IAR) has not been updated to reflect the 

current Information Asset Owner for the PHIT data assets. 

Operational 

Management 

Cheshire East Council 

Corporate Information Asset 

Register 

Minor 1 

3.  The data processor address in the Data Sharing Agreement is incorrect. It 

should be noted that the data processing and storage locations are correct. 

Operational 

Management 

Data Sharing Agreement, 

Section 1c Data Processor(s) 

Minor  

4.  The Council’s ICO Registration Privacy Notice has not been updated to include 

reference to Public Health function and/or receiving and processing health 

data, as required by the special conditions of the Data Sharing Agreement. 

Operational 

Management 

Data Sharing Agreement, 

Section 6 

Minor  

5.  A Privacy Impact Assessment was not completed for the new HES 

development project as required by the Council’s Information Assurance 

Framework 

Risk 

Management 

Cheshire East Council 

Information Assurance 

Framework, paragraph 3.4.3 

Minor  

6.  At the on-site visit the Audit Team found that two out of three Public Health 

PCs had not been patched since June/July 2015. The Council stated in 

evidence forwarded to the Audit Team following the on-site visit that machines 

should be patched on a 4 weekly basis. It should be noted that at the time of 

the on-site visit the two PHIT machines were not being used for the processing 

of NHS Digital supplied data, this issue should be resolved prior to the project 

moving into the production phase of the HES project. 

Operational 

Management 

Cheshire East Council 

Patching and Deployment 

Status 

Minor  



NHS Digital Audit of Data Sharing Activities: Cheshire East Council - Public Health v1.0 Approved 13/02/2017 

 

 
Copyright ©2017 Health and Social Care Information Centre Page 5 of 7 

Ref Comments Link to Area Clause Designation Notes 

7.  The PHIT is currently considering options in relating to holding and accessing 

HES data, as part of the production phase of the HES project. To ensure 

adherence to the DSFC, a risk assessment should be undertaken to assess all 

of the current options; for example access controls to areas holding HES data, 

data processing software and back-up solutions. 

Access Control  Observation 2 

8.  The Council is currently establishing a new IAR process, which is not currently 

documented. Neither the corporate or local IAR included NHS Digital 

information assets. The PHIT stated that the assets would be added to the IAR 

at the production phase of the project. 

Operational 

Management 

 Observation  

9.  The leavers process should be reviewed in relation to the closure of all email 

accounts utilised by the PHIT. 

Operational 

Management 

 Observation  

10.  The PHIT would benefit from establishing a standard operating procedure for 

HES data. 

Operational 

Management 

 Observation  

11.  The Council stated that a selection process was undertaken to select the third 

party destruction company responsible for the destruction of Council hardware. 

Whilst the council supplied copies of the booklets demonstrating the services 

offered by the third party destruction company, the Audit Team suggested that 

a signed contract or service level agreement between the Council and the third 

party destruction company responsible for hardware destruction that clearly 

specifies the responsibilities of both parties be put in place as recommended 

by the ICO guidance for IT asset destruction. 

Data 

Destruction 

 Observation  

12.  To ensure adherence to NHS Digital DSFC on permanent data deletion, the 

Council should consider the use of specialist software to ensure data is not 

recoverable prior to collection by its third party disposal company. This is to 

reduce the risk of potential retrieval of data during the transportation phase by 

the third party destruction company to its destruction site. Furthermore the 

decommissioning of IT hardware with a footprint of NHS Digital needs to 

include a full audit trail to support the process. 

Data 

Destruction 

 Observation  

13.  Back-up retention timescales – HES data is not currently backed-up as the 

project is still in the development phase. The PHIT will consider back-up as 

part of the production phase of the HES project. 

Information 

Transfer 

 

 Follow-up  
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Ref Comments Link to Area Clause Designation Notes 

14.  The Council has undertaken vulnerability scanning on its equipment, at the 

time of the on-site visit some resulting actions were not yet complete and will 

be reviewed as part of audit follow-up activity.  

Operational 

Management 

and Control 

 Follow-up  

15.  Data Use and Benefits will be reviewed as part of audit follow-up activity. Data Use and 

Benefits 

 Follow-up  

Table 2: Nonconformities, Observations and Points for follow-up
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. HES data is not currently listed on the IAR, the PHIT stated HES data would be 

added to the IAR when the project moved from the development phase into the 

production phase. 

Note 2. HES Data is currently held on the SQL Server, during the development stage the 

PHIT has decided to exclude data from back-ups. The PHIT is currently considering 

its options for access and storage of data analysis of HES data extracted from the 

SQL database. 

At the time of the on-site visit access to HES data was limited to two Business 

Intelligence staff, to run test SQL queries, and two members of the PHIT. 

2.2 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 3. 

Backup retention  HES data is not currently backed up – see finding 13 

in Table 2 

Table 3: Data Retention Period 

2.3 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 care is being taken to develop a Business Intelligence Solution which minimises access 

and prevent inappropriate linkage of data. 

2.4 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


