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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at the Private Healthcare 

Information Network (PHIN) on 31st August and 1st September 2016.  It provides an 

evaluation of how PHIN conforms to the requirements of the data sharing framework contract 

(DSFC) CON-309832-L7X1B and the data sharing agreement (DSA) NIC-13906-GOF3F with 

respect to the provision of:  

 Linked Hospital Episode Statistics (HES) – Proms; and 

 Patient-level pseudonymised Hospital Episode Statistics (HES) data  

 Annual refresh for 2013/14 and then 2014/15 and then monthly refresh thereafter for 

both data sets. 

The report also considers whether PHIN conforms to its own policies and procedures. 

In April 2014, the Competition and Markets Authority (CMA) published the Final Report of its 

Private Healthcare Market Investigation.  The report identified a number of areas in which 

competition was adversely affected by the way in which the sector operates.  The report also 

provided a set of related remedies which were given legal force through the publication of the 

Private Healthcare Market Investigation Order in October 2014. 

The Report and the Order set out the basis of an independent Information Organisation (IO) 

for private healthcare in the UK.  PHIN was approved by the CMA in that role on 1st 

December 2014 took up this role on 6th April 2015. 

The Order places explicit obligations on PHIN, as the IO, around governance, inclusion, 

transparency, consultation, data processing and publication.  The manner in which PHIN 

intend to discharge these obligations is set out in PHIN’s Strategic Plan 2015-2020. 

PHIN requested HES data and linked HES/PROMS data for use in delivering its Strategic 

Plan.  Namely to produce a defined set of performance measures by procedure, at both 

hospital and consultant level, and publish this information on a public facing website for the 

purpose of addressing an adverse effect on competition which arises from the lack of publicly 

available information as to: 

 performance measures of private healthcare facilities; and 

 performance measures of consultants providing privately-funded healthcare services. 

It is important to note that the PHIN Information Portal, network environment and SQL 

database are currently in development.   HES data is being held within the development 

environment until the project is moved into the production phase.  The development 

environment and associated processes were audited by the Audit Team. The system is 

expected to go live on the 1st April 2017. 

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 
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1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at PHIN along with its associated documentation against the scope areas shown in 

Table 1. 

Based upon the findings of the audit, the NHS Digital Audit Team has assigned the following 

assurance ratings to these areas. 

Information Transfer Moderate assurance 

Access Control Moderate assurance 

Data Use and Benefits Substantial assurance 

Risk Management Moderate assurance 

Operational Management and Control Moderate assurance 

Data Destruction Moderate assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is a low risk of a breach of 

information security, duties of care, confidentiality or integrity (including inappropriate access 

to or loss of data) provided by NHS Digital to PHIN under the terms and conditions of the 

data sharing agreements signed by both parties. 

1.4 Response 

PHIN has reviewed this report and confirmed that it is accurate.  

PHIN will establish a corrective action plan to address each finding shown in Table 2. The 

NHS Digital will validate this plan and the resultant actions at a post audit review with PHIN to 

confirm the findings have been satisfactorily addressed. The post audit review will also 

consider the follow-up evidence at which point the Audit Team may raise further 

nonconformities/observations.
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2 Findings 

Table 2 identifies 2 minor nonconformities, 7 observations and 2 points for follow-up raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  PHIN do not have a documented Risk Management Procedure as required in 

its own Information Security Management System (ISMS). 

Risk 

Management 

ISMS, Page 7 Minor  

2.  PHIN’s Service Level Security Policy (SLSP) has not been reviewed on an 

annual basis as stated in the SLSP.  There were inconsistencies between the 

SLSP and current practice.  The Audit Team recognise however, that PHIN 

has since achieved ISO 27001:2013 certification in August 2016 and is in the 

process of updating its policies, which would more accurately reflect current 

practice.   

Operational 

Management 

System Level Security Policy Minor 1 

3.  At the onsite visit the Audit Team raised concerns regarding the wording of a 

clause within Master Services Agreement between PHIN and its third party 

data centre supplier.  The clause stated that customer data may be used for 

marketing purposes and the Audit Team highlighted a potential risk that HES 

data may be used for purposes other than that described in the DSA.   

PHIN raised this concern with its third party data centre supplier, who 

specified, in writing to PHIN, that customer data referred to “data about the 

customer” not data held by the customer and stated that they “under no 

circumstances access data held or processed by PHIN”.   The third party data 

supplier stated that it recognised the potential ambiguity of the clause and 

undertook to remove this clause, in writing, within 30 days for all clients. 

The clause stated “The customer acknowledges that [third party company] may 

use Customer Data in an anonymised format for [third party company] own 

purposes for aggregated reports for the purposes of marketing the services 

and other commercial purposes”.     

Information 

Transfer 

Master Services Agreement, 

Clause 13.5 

Observation 2 
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Ref Comments Link to Area Clause Designation Notes 

4.  A number of policies and standing operating procedures are in draft or do not 

reflect current practice, including PHIN’s Information Security Policy, which is 

the key policy supporting its ISMS.  The Audit Team noted that PHIN is 

addressing this as part of the ISO Certification Action Plan and have 

highlighted some areas for update. 

Operational 

Management 

 Observation 3 

5.  PHIN’s Incident Management Procedure would be improved by the inclusion of 

inclusion of reporting timescales. 

Operational 

Management 

 Observation  

6.  The Audit Team suggest that terms of use for Hospital Super Users of the 

Information Portal be updated to include specific guidance regarding password 

controls, joiners and leavers and accepted use. 

Access Controls  Observation  

7.  Enduring risks resulting from penetration testing should be included on PHIN’s 

risk register. 

Risk 

Management 

 Observation  

8.  PHIN specify within the Data Sharing Agreement that PHIN will permanently 

delete HES data, PHIN should consider its process for achieving this with its 

third party data centre supplier. 

Data 

Destruction 

 Observation  

9.  Before the public website goes live in April 2017, the Audit Team suggest that 

a risk assessment is undertaken of the internal facing portal website.  It is 

noted that penetration testing has been planned and changes will be subject to 

change control systems. 

Risk 

Management 

 Observation  

10.  The Audit Team were unable to review a complete equipment destruction audit 

trail as PHIN has not destroyed any equipment to date as no equipment has 

reached end of life and will review this as part of follow up activities. 

Data 

Destruction 

 Follow up  

11.  PHIN have planned Information Asset Owner training and the IAO has 

completed certified online training provided by the National Archives.  PHIN 

would prefer to use the IAO training modules provided within the IG Toolkit but 

that training is currently not accessible to new users. 

Operational 

Management 

 Follow up  

Table 2: Nonconformities, Observations and Points for follow-up
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. The SLSP supplied to NHS Digital stated that data was backed up to a secondary 

data centre controlled by a third party supplier, and this was confirmed verbally by 

PHIN at the on-site visit.  Neither the Service Level Agreement nor the Master 

Services Agreement for the third party data centre provider detail the location of the 

second site for data back up and it was not recorded in the draft Information 

Security Plan.  Therefore PHIN would not be aware of all physical locations where 

its data is held.   

It should be noted that, within 5 days of the on-site visit, PHIN clarified the address 

with the third party data centre provider and this address is included within the third 

party data provider’s ISO 27001:2013 certification. 

Note 2. The third party data supplier hosts and maintains physical IT assets; PHIN 

maintains the SQL database holding HES data, including access controls.  Access 

to the SQL database is limited to three PHIN employees.  The SQL database is 

encrypted as is any data downloaded from the NHS Digital SEFT portal. 

The Audit Team raised the concern as the clause specified was listed within the 

“Data Processing” paragraph of agreement.  The Audit Team will follow up removal 

of clause from PHINs Master Services Agreement as part of normal audit follow up 

activity. 

Note 3. This includes PHIN’s Information Security Policy which requires updates in the 

following areas: 

 the Information Asset Register is incomplete as it does not reflect the 

requirements set out in the draft Information Security Policy; 

 administrator privileged accounts are not created separately to administrators 

normal accounts as described in the draft Information Security Policy; and 

 an internal audit plan has not yet been established as defined in the draft 

Information Security Policy. An Audit and Risk committee has been established 

and audit is within the committee’s Terms of Reference. 

2.2 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 1. 

Backup retention  15 days 

Table 3: Data Retention Period 



NHS Digital Audit of Data Sharing Activities: Private Healthcare Information Network (PHIN)  

 v3.0 Approved 20/04/2017 

 

 
Copyright ©2017 Health and Social Care Information Centre Page 7 of 7 

2.3 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 PHIN achieved ISO 27001:2013 certification in August 2016 for processing of Health Data 

and is addressing outstanding issues as part of an ISO Action Plan. 

 Penetration testing is planned for all stages of development of internet facing web portal. 

 Basic IG training is established and refreshed annually for all staff. 

2.4 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


