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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at the Competition and 

Markets Authority (CMA) on 28 February 2017.  It provides an evaluation of how the CMA 

conforms to the requirements of the data sharing framework contract (DSFC)  

CON-326231-V7G6V and the data sharing agreement (DSA) NIC-330916-S9Q1W with 

respect to the provision of patient-level pseudonymised Hospital Episode Statistics (HES) 

data. The audit was limited to information transfer and data destruction. 

The report also considers whether CMA conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

destruction at CMA along with its associated documentation against the scope areas shown 

in Table 1. 

The NHS Digital Audit Team has assigned the following assurance rating to this areas based 

upon the findings of the audit. 

Information Transfer Substantial assurance 

Data Destruction Substantial assurance 

 

Table 1: Scope and Assurance rating 

Detailed findings related to the area of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is a low risk of a breach of 

information security, duties of care, confidentiality or integrity (including inappropriate access 

to or loss of data) provided by NHS Digital to CMA under the terms and conditions of the data 

sharing agreements signed by both parties. 

1.4 Response 

CMA has reviewed this report and confirmed that it is accurate. 

The CMA will establish a corrective action plan to address each finding shown in Table 2.  

NHS Digital will validate this plan and the resultant actions at a post audit review with the 

CMA to confirm the findings have been satisfactorily addressed.    
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2 Findings 

Table 2 identifies the 1 minor non-conformity and 5 observations raised as part of the audit.  

Ref Comments Link to Area Clause Designation Notes 

1.  The CMA held NHS Digital data in a network folder on a dedicated physical 

server. The folder holding NHS Digital data was deleted using specialist data 

deletion software and a digitally signed report was produced listing the 

files/directories deleted.  However, the procedure notes provided to NHS 

Digital as part of the application process stated that a full disk format using 

specialist data deletion software would be carried out and the operating system 

rebuilt as part of the data disposal process. These steps have not taken place. 

Data 

Destruction 

System Level Security Policy Minor 1 

2.  The CMA has plans to develop an Information Asset Register.  The CMA 

should consider including NHS Digital information assets and details such as 

the level of protective marking, name of the Information Asset Owner (IAO), 

Data Sharing Agreement number and date of data destruction. 

Information 

Transfer 

 Observation  

3.  The CMA does not have a formal contract in place with the third party 

responsible for the destruction of IT assets, as required by the ICT Disposal 

Policy clause 2.8 and in line with ICO guidance - IT asset disposal for 

organisations. Instead the organisation relies upon purchase orders for each 

disposal. 

Data 

Destruction 

ICT Disposal Policy clause 

2.8 

ICO guidance - IT Asset 

Disposal for organisations. 

Observation  

4.  The ICT Disposal policy should be updated (or cross referenced to procedure) 

to include further details on the IT asset disposal process. This includes the 

handling of network equipment, the storage of assets prior to disposal and the 

onsite crushing of hard disk drives prior to them being shredded.  

Data 

Destruction 

ICT Disposal Policy Observation  

5.  Whilst the CMA maintains details on the number of items provided to the 

disposal company, there is no detailed breakdown that could be used to 

reconcile items provided against the disposal company’s certificate of 

destruction. This reconciliation would allow CMA to account for all the items 

and have a complete audit trail. 

Data 

Destruction 

 Observation  
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Ref Comments Link to Area Clause Designation Notes 

6.  The Audit Team was presented with a new procedure document covering the 

access to data which the CMA plans to use with other DSAs in place.  

The new procedure on access to data states that access will be reviewed at 

regular project milestones for users that move between projects and users that 

may leave the CMA. This practice will not meet the requirements of the Data 

Sharing Framework Contract, which requires ‘ensure that access to the Data is 

limited to those Personnel who need access to the Data’. 

Access Control Data Sharing Framework 

Contract, Schedule 2, 

Section A, Clause 1.2 

Observation  

Table 2: Minor nonconformity and Observations
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2.1 Supplementary Notes 

Note 1. This nonconformity has been raised by the Audit Team as the CMA has not 

followed the agreed procedure for fully format and OS rebuild. The Audit Team 

recognises that the CMA employed industry recognised deletion software using 7 

wipe passes which meets NHS Digital guidance. If the CMA wishes to continue to 

use this approach then it needs to be reflected in its documentation.  

2.2 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following area of 

good practice: 

 NHS Digital data is held on a dedicated server in a secure location.  

2.3 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report; however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


