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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a pre-release data sharing audit at Oxford 

Academic Science Health Network (Oxford AHSN) on 16 and 17 November 2016. It provides 

an evaluation of how the Oxford AHSN conforms to the requirements of the data sharing 

framework contract (DSFC) CON-312001-X8W1Y and the data sharing application NIC-

47368-F1C2M with respect to the proposed provision of:  

 Patient-level pseudonymised Hospital Episode Statistics (HES) data  

 Monthly extracts 2011-2016, filtered to specified providers, CCGs of responsibility or 

CCGs of residence. Oxford AHSN region only. 

The report also considers whether Oxford AHSN conforms to its own policies and 

procedures. It should be noted Oxford AHSN is a division of Oxford University Hospitals NHS 

Foundation Trust (OUHT) and are subject to the Trust’s policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at Oxford AHSN along with its associated documentation against the scope areas 

shown in Table 1. 

Whilst Oxford AHSN identified intended uses for the data within the data sharing application, 

it is currently not using the data for any purpose until the Data Sharing Agreement is signed 

and Oxford AHSN is in receipt of data. Therefore Data Use and Benefits could not be fully 

assessed and has not been given an assurance rating at this time.  

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Moderate assurance 

Access Control Substantial assurance 

Risk Management Moderate assurance 

Operational Management and Control Moderate assurance 

Data Destruction Moderate assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 
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Key members of the IT Security team were unavailable at the on-site visit and this has 

resulted in the Moderate Assurance ratings for Operational Management and Control and 

Data Destruction detailed in Table 1. Whilst the Head of IT did provide some detail of the 

OUHT IT infrastructure via a conference call and the Audit Team reviewed the Trust’s IG 

Toolkit submission following the on-site visit, there were some areas which could not be fully 

assessed and are detailed in Table 2. 

The Audit Team has concluded from this pre-release audit that the storage and processing 

arrangements being established are reasonable for the nature of the data. However, as no 

data has yet been released to Oxford AHSN and supporting evidence is lacking in some 

areas, a further audit is recommended. The audit would also consider how the Oxford AHSN 

is handling the new data.  

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is low risk of a breach of information 

security, duties of care, confidentiality or integrity (including inappropriate access to or loss of 

data) provided by NHS Digital to Oxford AHSN under the terms and conditions of the data 

sharing application and agreement to be signed by both parties. 

1.4 Response 

Oxford AHSN has reviewed this report and confirmed that it is accurate.  

Oxford AHSN will establish a corrective action plan to address each finding shown in Table 2. 

NHS Digital will validate this plan and the resultant actions at a post audit review with Oxford 

AHSN to confirm the findings have been satisfactorily addressed. The post audit review will 

also consider the outstanding evidence at which point the Audit Team  
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2 Findings 

Table 2 identifies the 3 minor nonconformities, 8 observations and 1 point for follow-up raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  The Information Asset Owner and Information Asset Administrators have not 

undertaken role based training as identified in the Trust’s Information 

Governance Management Framework. 

Operational 

Management 

OUHT Information 

Governance Management 

Framework, Appendix 3 and 

Appendix 4 

Minor  

2.  The Oxford AHSN is subject to all OUHT policies and procedures and, whilst  

the Oxford AHSN is following an established risk management and escalation 

process under its own Governance Framework, this is an exception to its 

conformance with other Trust policies. Neither the Oxford AHSN’s divergence 

from the Trust Policy or its current risk management process has been 

documented. 

Risk 

Management 

OUHT Risk Management 

Strategy 

Minor 1 

3.  The locations described by the Head of IT and detailed in a data flow map 

matched the current Data Sharing Application. This description however 

contradicted information received by email from IM&T Services about the 

setup, in answer to questions raised by the Audit Team.  

Should the servers be classed as a critical system they would be backed up to 

a Trust secondary data site, which is currently not included as a storage 

location on the Data Sharing Application. Whilst the Head of IT stated that the 

Oxford AHSN server and SQL database are not classed as a critical system, 

and would therefore not be backed up to a secondary location, this is not 

detailed within the SLA between Oxford AHSN and the Trust.  

The Oxford ASHN should ensure that it is fully aware of the locations within the 

Trust that will hold HES data, including disaster recovery and back-up. Should 

any locations differ from the current data sharing application this should be 

updated prior to any data release. 

Information 

Transfer 

Data Sharing Application 

OAHSN & OHT IM&T 

Service Level Agreement 

Minor  
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Ref Comments Link to Area Clause Designation Notes 

4.  The Oxford AHSN should ensure that it is fully aware of the requirements of 

the DSFC and DSA with NHS Digital; for example referencing the copyright 

statement in any future publications and a process is in place for the regular 

review of access. 

Operational 

Management 

 Observation  

5.  The Oxford AHSN would benefit from being able to view the corporate 

information asset list, entered via a corporate online tool, held for its division. 

The Oxford AHSN currently maintains a separate local register as well as 

updating the corporate register. It should be noted that the online tool is newly 

introduced and is subject to further development. 

Operational 

Management 

 Observation  

6.  The Data Processing Standard Operating Procedure should include the 

handling HES data. 

Operational 

Management 

 Observation  

7.  The Risk Register would be improved by the inclusion of post mitigation risk 

scores. 

Operational 

Management 

 Observation  

8.  The Trust has recently installed a new perimeter firewall and should ensure 

that this has had a penetration test prior to any data being downloaded from 

NHS Digital. 

Risk 

Management 

 Observation  

9.  The Trust undertakes a number of Information Governance (IG) spot checks 

on clinical areas. The Audit Team suggest that the Oxford AHSN be included 

on the IG spot check schedule. 

Operational 

Management 

 Observation  

10.  The Oxford AHSN should ensure that it can adhere to the data retention period 

and deletion requirements detailed in the DSFC and DSA. Trust back-ups are 

currently held for 7 years, it should be noted that Oxford ASHN are currently 

evaluating options with the Trust IT Department. 

Operational 

Management 

 Observation  

11.  One Information Analyst laptop did not appear to be receiving windows 

updates and requires investigation by the Trust IT team. 

Operational 

Management 

 Observation  
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Ref Comments Link to Area Clause Designation Notes 

12.  The Audit Team recommends that a limited scope data sharing audit is 

completed following receipt of HES data into the Oxford AHSN. The audit 

scope would be limited to those IT areas not assessed at the on-site visit due 

to a lack of IT representation 

The data sharing audit should cover the following scope areas: 

 Information Transfer; Back-up storage locations and Disaster Recovery; 

 Access Controls; 

 Equipment Destruction; 

 Operational Management – IT Security, including updates and patching; 

and 

 Data Use and Benefits 

Information 

Transfer 

Access Controls 

Data 

Destruction 

Operational 

Management 

 Follow-up 2 

Table 2: Nonconformities, Observations and Points for follow-up
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. The Oxford University Hospitals NHS Foundation Trust Caldicott Guardian is a 

member of the Oxford AHSN Informatics Oversight group which is chaired by the 

CEO of Oxford Health NHS Foundation Trust. The Oxford University Hospitals NHS 

Foundation Trust CEO is the Deputy Chair of the Oxford AHSN Board 

Risks are escalated to the Trust via the Oxford AHSN Board and the Trust Caldicott 

Guardian is a member of that board. However, Oxford AHSN are subject to the 

Trust’s policies and procedures, the Oxford AHSN risk management policy is not 

documented as an exception to the Trust’s risk management policy and Oxford 

AHSN are also using a different matrix scoring system to score risks to that used by 

the Trust. 

Joint risks are also not documented on Oxford AHSN’s Risk Register. For example 

relevant Trust IT risks are not documented on Oxford AHSN’s risk register, and 

conversely there is no documented escalation process for risks to be escalated from 

Oxford AHSN’s Board to the Trust Risk Register. 

Note 2. It should be noted that at the time of the on-site visit the Oxford AHSN held no data 

and the infrastructure to hold the data was reviewed but could not be tested.  

The landing folder for HES data would sit in a secure data sources folder; however 

the actual HES folder had not yet been set up and the process for download and 

saving was not accurately reflected in the standard operating procedure. The Audit 

Team could therefore not fully review access permissions or the transfer of HES 

data between the landing folder and the SQL database. 

In addition, the Head of IT provided some detail of the OUHT IT infrastructure via a 

conference call and the Audit Team also reviewed the Trust’s IG Toolkit submission 

following the on-site visit. Key members of the IT Security team for the Trust were 

unavailable at the on-site visit to provide further evidence and detail regarding the 

management of its IT infrastructure, including the Trust’s hardware destruction and 

hardware management processes.  

2.2 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 3. 

Backup retention  7 years 

Table 3: Data Retention Period 
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2.3 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 Oxford AHSN has a Standard Operating Procedure for the handling of data, which has a 

Privacy Impact Assessment requirement embedded. 

 Oxford AHSN has developed a detailed local Information Governance Framework which 

provides clear guidance for multi-agency data sharing between Oxford AHSN and its 

partners. 

2.4 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


