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2 Introduction 
NHS Digital is the national provider of information, data and IT systems for NHS commissioners, 
analysts and clinicians in health and social care1.  NHS Digital is an executive, non-departmental 
public body, sponsored by the Department of Health.  

NHS Digital’s key responsibilities2 require that it demonstrates a robust and thorough approach to 
Information Governance (IG), underpinning its culture and practice to gain and maintain public 
confidence and trust.  NHS Digital Strategy Document 2015-2020, commits the organisation, as its 
first priority, to “Ensuring that every citizen’s data is safe”3.  NHS Digital’s IG approach must ensure 
that: 

• All processing of information is appropriate, secure and confidential. 

• All legal and regulatory IG requirements are satisfied.  

 
The Data Access Advisory Group (DAAG) was established in September 2010 to provide 
independent advice on applications for Hospital Episode Statistics (HES) and the Mental Health 
Minimum Data Set (MHMDS) involving sensitive but non identifiable data and reviewing the 
appropriateness of the consent model adopted by applicants for the Data Access Request Service 
(DARS). The GP Extraction Service Independent Advisory Group (GPES IAG) was established in 
April 2012 to provide recommendations and advice on the collection and dissemination of data from 
GP systems by GPES. In July 2015 GPES IAG’s data collection role transferred to the 
Standardisation Committee for Care Information (SCCI)4 and its data dissemination role was 
transferred to DAAG.  

These monitoring and recommendations functions are in addition to that required by law but is 
considered by NHS Digital to remain a relevant and required process. 

Following a consultation with the public, these Terms of Reference for IGARD are designed to 
improve transparency, accountability, quality, and consistency of decision-making and to significantly 
enhance the public reputation of NHS Digital.  IGARD will replace DAAG from 1st February 2017 and 
will provide oversight of NHS Digital data disseminations, resulting in a single process for collections 
and extractions (SCCI) and a separate single process for data disseminations (IGARD).  

The Health and Social Care Act 20125 sets out the basis under which NHS Digital can perform its 
functions, including the dissemination and publication of information.  Section 122 of the Care Act 
2014 amends the Health and Social Care Act 2012 to make clear that, under its general 
dissemination powers, NHS Digital may only disseminate information for the purposes of the 
provision of health care or adult social care or for the promotion of health.  This would enable data to 
be made available for certain health and care related purposes – including, for example, the 
commissioning of those services, and the epidemiological research that is needed at the earlier 
stages of developing new treatments – but not for solely commercial purposes such as for 
commercial insurance.  Additionally, Section 122 of the Care Act 2014 requires that, in carrying out 
its functions, NHS Digital must have regard to the need to respect and promote the privacy of 
recipients of health services and adult social care, and that the NHS Digital must have regard to any 
advice given to it by the Health Research Authority (HRA) Confidentiality Advisory Group (CAG6).  

                                            
1 https://digital.nhs.uk/article/219/What-is-NHS-Digital-   
2 http://content.digital.nhs.uk/article/3768/For-the-public  
3 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/443353/HSCIC-Strategy-2015-
2020-FINAL-310315.pdf  
4 http://content.digital.nhs.uk/isce  
5 http://www.legislation.gov.uk/ukpga/2012/7/contents/enacted  
6 http://www.hra.nhs.uk/resources/confidentiality-advisory-group/  
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The HRA and NHS Digital have a general duty under Section 111 of The Care Act 20147 to 
cooperate with a view to coordinating and standardising their practice.  IGARD will be committed to 
working with NHS Digital, HRA and others to harmonise their procedures, assessment criteria and 
public explanations. 

The overarching legal and regulatory framework, both national and international, informs NHS 
Digital’s systematic and coherent approach to scrutiny of requests for data releases.  While this wider 
context identifies effective methods for enabling the use of health data for the promotion of health 
and social care, it also envisages that any use of patient data must respect data protection rules, the 
right to privacy under the Human Rights Act 1998, and patient confidentiality under common law.  Of 
relevance to effective scrutiny is the wider law and policy context of the data release requests and 
the likely public and patient attitude and response to such requests. 
 

3 Constitution 
The NHS Digital Board established a group known as the Independent Group Advising on the 
Release of Data (IGARD) to replace DAAG and incorporate the data dissemination role of the 
General Practice Extraction Service Independent Advisory Group.  

IGARD, also known as the Group, will be hosted by NHS Digital.  The members and Chair will all be 
independent of NHS Digital, appointed by an open process (see below), and not represent any group 
or organisation.  All final decisions on data dissemination and publication are the responsibility of the 
NHS Digital Board but should take due account of the advice and recommendations of IGARD. 
Should the SIRO disagree with an IGARD recommendation, the IGARD Chair will be informed. 

The NHS Digital Board is accountable in relation to the data it has responsibility for, in line with its 
governance arrangements8.  IGARD will consider cases in depth and use its expertise and 
experience to provide recommendations to the NHS Digital Board via the Executive Director acting 
as the NHS Digital Senior Information Risk Owner (SIRO).  

IGARD will establish and maintain close working relationships with HRA CAG in line with the 
regulations associated with section 122 of the Care Act 20149 any subsequent amendments and the 
NHS Digital Data Dissemination Framework10.  The Chair and Deputy Chair may take advice from the 
NHS Digital Caldicott Guardian or their deputy, HRA CAG or the National Data Guardian.  IGARD is 
an independent body, and its Chair is responsible for the proper conduct and functioning of 
IGARD.  The IGARD Chair reports to the NHS Digital Board. IGARD, or its Chair, will consider and 
respond in a timely manner to any issues raised by the Board. 
 

4 Purpose  
IGARD’s primary purpose will be to have oversight of all requests for dissemination of confidential 
information as defined in Section 263 of the Health and Social Care Act 201211, including:  

• Personal and confidential data or personal and sensitive data as defined in the Data 
Protection Act 199812 and the Statistics and Registration Services Act 200713. 

• Data which is anonymous in context or which is de-identified for limited access. 

                                            
7 http://www.legislation.gov.uk/ukpga/2014/23/enacted  
8 https://www.gov.uk/government/organisations/health-and-social-care-information-centre/about/our-
governance  
9 http://www.legislation.gov.uk/ukpga/2014/23/section/122/enacted   
10 NHS Digital Draft Data Dissemination Framework – not yet published 
11 http://www.legislation.gov.uk/ukpga/2012/7/section/263/enacted  
12 https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/     
13 http://www.legislation.gov.uk/ukpga/2007/18/contents  
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• Data which is aggregated but which does not have small numbers suppressed. 

IGARD will achieve its primary purpose by: 

1. Considering all requests for data, which will be guided by relevant parts of NHS Digital’s Code 
of Practice on Confidential Information14 and as specified in the NHS Digital Data 
Dissemination Framework15. 

2. IGARD will consider all applications made to NHS Digital for extracts of data containing 
sensitive data items, where potential identification from those data items could cause harm or 
distress to the individual, and to advise NHS Digital on any additional safeguards required.  

3. IGARD will also consider all requests for data disseminations, or any other requests for data 
dissemination or publication at the discretion of the NHS Digital Board, the HRA CAG, the 
NHS Digital Caldicott Guardian or the IGARD Chair.  

4. IGARD will seek to ensure that recipients of data extracts process the data they receive within 
the principles of the Data Protection Act 1998.  IGARD will consider the following additional 
principles when shaping its advice: 

a. Sharing information can be as important as protecting confidentiality – unnecessary 
obstacles should not be allowed to prevent information sharing where it is in the 
interests of patients, service users and the wider public. 

b. Confidential personal information will only be disclosed when there is a secure basis in 
law AND when the information is necessary for the proposed purpose. 

c. Recipients of pseudonymised or anonymised data extracts should be prohibited from 
attempting to link the data they receive with other datasets if doing so would make it 
possible to identify individuals.  

d. Associated risks should be understood, mitigated and managed; related benefits 
should be understood and justify such processing, given the risks. 

5. IGARD will review annually these principles to take account of changes in legal and ethical 
frameworks, government policy, and feedback from stakeholders.  

IGARD’s secondary purpose is to make general recommendations or observations to NHS Digital, 
via the SIRO, Caldicott Guardian or other approved route, about NHS Digital’s processes, policies 
and procedures, including transparency measures such as registers, and produce IGARD’s annual 
report. 
 

5 Membership 
IGARD will have 8-10 members all of whom will be independent, including the Chair. IGARD is 
quorate with four of its members present (including the Chair).  If the Chair is unable to attend, the 
Deputy Chair will lead for that meeting or if necessary any other member may be Acting Chair at the 
discretion of the members forming a quorum for that meeting.  The appointment of a Deputy Chair 
will be agreed on an annual basis between the IGARD Chair and the members. 

The IGARD Chair will be appointed through open recruitment for an initial period of two years and 
then by open recruitment every three years.  The independent members of DAAG were invited to join 
IGARD for a period of three years to ensure that the new group has the experience and expertise to 
continue to advise NHS Digital.  Additional members of IGARD were appointed by open recruitment.  
The NHS Digital Board will receive the IGARD Annual Report and review the membership of IGARD 
at that time.  

The appointment process for independent members will be open and transparent.  The duration of 
appointment of independent members will normally be for three years.  Now established, the overall 
change in the membership should be approximately one third of members in a given year. This will 

                                            
14 https://digital.nhs.uk/article/402/Information-Governance   
15 NHS Digital Draft Data Dissemination Framework – not yet published 
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help to give consistency and provide continuity, and also enables a rotation of members as issues 
develop, and as the Group comes to have greater understanding of IG issues in the new health and 
care landscape. 

Members will be expected to attend at least 50% of meetings unless otherwise agreed with the Chair. 
Failure to attend meetings may be a reason for termination of membership. 

IGARD membership will include people with relevant skills, and those with experience in senior 
positions of the use of confidential data.  The range of skills and experience from which IGARD could 
benefit includes: 

• Experience of the data needs of the health and care research community. 

• Experience of epidemiological and population-based research 

• Experience of the data needs of public health or social care  

• Experience of the data needs of commissioners or providers  

• Medical practitioners, including at least one GP 

• Experience as an organisational Caldicott Guardian 

• Experience of a research funding or charitable organisation.  

• Legal qualifications and experience. 

• Research or medical ethics experience (e.g. research ethics committee). 

• Experience as a patient, participant in a research study, carer or service user.  

 
IGARD members will not represent their employing organisations, professional body or any other 
group or organisation but will be drawn from a range of backgrounds and have a variety of interests, 
knowledge and expertise which will be relevant to the role, taking into account the objectives of 
IGARD and the complexity of the health and care system.  In addition to their perspective as a 
patient, specialist IGARD members will contribute knowledge and experience associated with their 
area of specialism.  The NHS Digital advisors (section 7 below) contribute to IGARD based on their 
knowledge and experience as subject-matter experts.  They will play no other part in the application 
process16.  

All members must declare any actual and potential conflicts of interest in relation to applications and 
other matters considered by IGARD.  Members will be aware of and adhere to the Nolan Principles17 

published by the Committee on Standards in Public Life18. 

6 Meetings 
Meetings shall be held in line with business requirements usually on a weekly basis.  Meeting dates 
will normally be published three months in advance.  The Chair or Deputy Chair may call an 
additional meeting if circumstances require. 

The Chair or Deputy Chair will ask members to consider matters outside formal meetings on behalf of 
IGARD where certain criteria apply; for example, where a specific follow up action has been 
completed following a full IGARD meeting; or, where there are particular urgent circumstances which 
might apply.   

The Standard Operating Procedures will detail the authority of the Chair or Deputy Chair to give 
temporary approval to an urgent proposal which should normally be considered at the next regular 
meeting. The Chair or Deputy Chair, via the IGARD Secretariat, will manage this process and ensure 
members are fully informed of all actions carried out on behalf of the Group where this is the case.  

                                            
16 http://content.digital.nhs.uk/DARS    
17 https://www.gov.uk/government/publications/the-7-principles-of-public-life   
18 https://www.gov.uk/government/organisations/the-committee-on-standards-in-public-life   
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All such actions will be reported to the Group on the following full meeting agenda and recorded in 
the minutes.  

The outcome of IGARD’s consideration of applications will be one of:  

• Recommend for approval to the NHS Digital SIRO. 

• Recommend for approval subject to conditions. 

• Deferral of application pending the receipt of additional information or clarification. 

• Not recommend for approval. 

• Advice or comment (for example on consent materials). Advice will be given without prejudice 
to the consideration of future applications, where applicable. 

 
IGARD will work with the NHS Digital Board to establish procedures through which an applicant may 
seek reconsideration of an application that is not approved, or that is subject to unreasonable delay. 

IGARD will normally reach its conclusions based on a consensus of the members present.  However, 
in the event that this is not possible, the Chair of the meeting may call for a vote, in which case each 
of the members present will have one vote. In the event of a tie, the Chair of the meeting will have a 
casting vote.  
 

7 IGARD Support 
NHS Digital will support the work of IGARD by providing secretariat services to the Group and by 
providing expert advice (which shall include inter alia confirmation on the legal basis underpinning 
each application).  NHS Digital advisers and secretariat will not form part of the membership of the 
Group, but will attend IGARD meetings and be able to comment and advise on all agenda items and 
any matters considered out-of-committee. 

 
NHS Digital Advisers: 

• NHS Digital Caldicott Guardian (or nominated deputy) 

• NHS Digital Director of IGSA (or nominated deputy) 
 
The following partner organisations have a standing invitation to attend as observers: 

1. HRA CAG representative. 

2. DH sponsor representative 

8 Attendance 
IGARD meetings will normally be attended by: 

• The Chair and / or Deputy Chair of IGARD. 

• IGARD members. 

• NHS Digital SIRO or their nominated deputy i.e. Director Data Dissemination  

• NHS Digital advisers to IGARD (NHS Digital Caldicott Guardian and / or NHS Digital Director 
of IGSA, or their nominated representatives). 

• IGARD secretariat. 

• Head of Data Access, Information Asset Owners (IAOs), Data Approvals Owners (DAOs) or 
their nominated deputies who will present cases as appropriate. 

• Case managers / officers may attend as observers for their applications at the discretion of 
the Chair or Deputy Chair, notifying the IGARD Secretariat in advance and noted on the 
IGARD agenda. 



 

Copyright © 2017. The Health and Social Care Information Centre. All rights reserved. 
Page 10 of 10 

• SCCI Representative. 

• Standing observers (HRA CAG representative, DH sponsor representative). 

Observers, who have notified the IGARD Secretariat and are noted on the IGARD agenda, may be 
invited to speak at the discretion of the Chair of the IGARD meeting to provide background / 
clarification, and that any such information may be considered by IGARD, if the Group consider it 
pertinent.  To preserve the independence of the Group, presenters of applications may ask for 
clarification of a recommendation in-meeting, however no attendees other than the independent 
Chair and Members, may seek to influence the deliberations or the independent recommendations of 
the Group, whether in meeting or out of meeting. 

All Members, NHS Digital Advisors to IGARD, IGARD Secretariat and Standing Observers will 
receive IGARD meeting papers and any other relevant documentation relevant to the meeting. 

IGARD meetings will take place in person or via secure link.  Minutes of the Group meetings will be 
available on the NHS Digital website not more than ten working days after the meeting date.  Queries 
about the applications or minutes may be raised by contacting the IGARD Secretariat: 
IGARD@nhs.net. 

The Chair or Deputy Chair may invite applicants to attend IGARD or be available by telephone, 
where the Chair or Deputy Chair considers that the applicant’s contribution would assist the Group in 
reaching a decision. 
 

9 Openness and Transparency 
IGARD will annually review its terms of reference, membership, Standard Operating Procedures and 
its own effectiveness and recommend any necessary changes to the NHS Digital Board and the 
National Data Guardian in an Annual Report to be produced at the end of each financial year and 
published on the IGARD webpages. The report will include steps that have been taken to improve 
openness and transparency, including engagement with stakeholders, patients, and the public. 
 

10 Standard Operating Procedures 
The Group will agree, maintain and review a set of published IGARD Standard Operating Procedures 
for itself including this Terms of Reference, plus; 

• IGARD Code of Conduct of Meetings and Members 

• IGARD Declarations of Interest Policy 

• IGARD Openness and Transparency Policy 

• IGARD Annual Report 

• IGARD Glossary of Terms and Meanings 

• IGARD Out Of Committee Policy 

and take into account a number of key NHS Digital policies and procedures, including: 

• NHS Digital IGARD Appeal Process 

• NHS Digital Data Dissemination Framework 

• NHS Digital Delegated Authority Policy 

 


