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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of the University of Leicester 

on 24 and 25 February 2016 against the requirements of the data sharing framework contract 

(DSFC) and the data sharing agreement (DSA) MR1275, with respect to the provision of 

identifiable and sensitive Office of National Statistics (ONS) and NHS Registration data. 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by the University of Leicester between 17 March and 26 April 2017. It involved a 

desk based review of the supporting evidence supplied and a follow-up request for further 

evidence.  

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to the University of Leicester 

under the terms and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

The University of Leicester has reviewed this report and confirmed that it is accurate.  

NHS Digital has closed all of the nonconformities and the majority of observations. The 

remaining observation will not be followed up by the Audit Team.  

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  

 

    

file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
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2 Status 

Table 1 identifies the five minor nonconformities and five observations raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  The System Level Security Policy (SLSP) has not been 

reviewed internally on an annual basis as stated in the 

SLSP. There were inconsistencies between the SLSP 

and current practice. 

Operational 

Management 

The SLSP has been updated and internally reviewed 

in May 2016 and assigned a 12 month review date.  

The DSA is set to expire shortly and as part of the 

renewal process the SLSP will be subject to review 

by the DARS team.  

Minor Closed 

2.  There is no proactive review of user access, where 

HSCIC data is held- DSFC Schedule 2, Section A, 

Paragraph 1.2 and 4.1. 

Access 

Control 

UKAGS conducted a review of user access for the 

folder holding NHS Digital data on the 15 June 2016 

and subsequent reviews were expected to be 

performed annually. 

But at the post audit review, it was agreed with the 

Project Lead that the review of access will be carried 

out on a quarterly basis as it was the Audit Team’s 

view that an annual review is too long to ensure 

access is limited to the named users.  

Minor Closed 

3.  There has been no annual risk assessment of the 

system and the information assets, as required by the 

SLSP. 

Risk 

Management 

A risk assessment of the system and information 

assets was undertaken in July 2016. 

The risk register has been updated. This was 

reported and discussed at the UKAGS Data 

Management meeting in October 2016.  

It was noted that risk mitigation is a regular 

discussion item at the UKAGS quarterly management 

meetings, and will now include an annual risk 

assessment.  

Minor Closed 
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Ref Comments Link to Area Update Designation Status 

4.  There has been no annual audit against the adequate 

use of personal information as required by the Data 

Sharing Framework Contract Schedule 2, Section A, 

Paragraph 4.11. There has also been no compliance 

check with the Information Security Policy on an 

annual basis, as required by the University’s own DSA 

policy. 

Operational 

Management 

A number of compliance checks have been 

established and completed for access control, 

security and storage, information transfer, risk 

assessment and disposal.  

 

Minor Closed 

5.  The DSFC, Schedule 2, Section A, Paragraph 1.3.2 

requires that named users on the Data Sharing 

Agreement (DSA) complete information governance 

training on an annual basis. One of the four users had 

not completed the training in the last 12 months. 

Operational 

Management 

The two named users in the DSA have completed the 

basis information governance training in the last 12 

months.  A training log has been developed to 

monitor compliance. 

Minor Closed 

6.  Post mitigation risk and likelihood scoring could be 

added to the risk register to demonstrate effectiveness 

of any interventions. 

Risk 

Management 

The corporate risk register template now includes 

post mitigation risk and likelihood fields.   

 

Observation Closed 

7.  The information asset register included reference to 

databases, however did not break down to individual 

HSCIC information assets. 

Risk 

Management 

This finding was discussed by the University 

Information Governance Strategy Group in February 

2017. A new University Data Classification model has 

now been implemented. The University are recruiting 

staff to support this process.  

There is evidence that the University are working 

towards this finding. The Audit Team will not be 

following this finding any further as it has been 

designated as an observation.   

Observation Open, not 

for follow-

up 

8.  The database management, including the knowledge 

of password maintenance is known by one user. This 

is a single point of failure if this user was not available. 

Access 

Control 

A number of documents have been produced to 

enable business continuity in the event that the 

Project Manager is not available.  

These documents includes a manual that outlines the 

UKAGS database structure / design and a number of 

standard operating procedures including support for 

the back-end functions that are in use. 

Observation Closed 



NHS Digital Post Audit Review of Data Sharing Activities: University of Leicester v1.0 Approved 20/07/2017 

 

 

Copyright ©2017 Health and Social Care Information Centre Page 5 of 5 

Ref Comments Link to Area Update Designation Status 

9.  Two of the users named in the DSA have never had 

access to the data since the agreement was signed in 

2012. The University should reflect if these two users 

still need to be kept on the DSA. 

Access 

Control 

The DSA has been updated with two named users, 

and the change has been approved by the DARS 

team.  

The UKAGS Data Management meeting now 

includes a standing agenda item to review the DSA 

including any necessary amendments to the named 

users.  

Observation Closed 

10.  A list of assets provided to the disposal company is 

maintained by the College and a certificate of 

destruction is provided by the disposal company to the 

University’s Central Estates Department. However 

there is no reconciliation of the College’s asset register 

and certificate of destruction 

Data 

Destruction 

The College IT Asset Register now includes a single 

field that is used to record receipt and date of 

contractor disposal certificate. This allows 

reconciliation between College IT assets for disposal 

and the contractor’s disposal certificate. Copies of 

the disposal certificates are stored on the College’s 

network drive. 

Observation Closed 

Table 1: Nonconformities and Observations  


