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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at the Manchester Centre for 

Health Economics (MCHE), University of Manchester (UoM) on the 7 and 9 June 2017.  It 

provides an evaluation of how MCHE conforms to the requirements of the data sharing 

framework contract (DSFC) CON-326191-T0T6B and the data sharing agreement (DSA) 

NIC-23410-W8N9L with respect to the provision of:  

 Office for National Statistics (ONS) Mortality data - Identifiable and sensitive; 

 Hospital Episode Statistics (HES) Outpatients data- Pseudonymised and non-sensitive for 

the period 2007/08 - 2016/17;  

 Hospital Episode Statistics (HES) Admitted Patient Care data; Pseudonymised and non-

sensitive for the period 2007/08 - 2016/17;  

 Hospital Episode Statistics (HES) Accident and Emergency data; Pseudonymised and 

non-sensitive for the period 2007/08 - 2016/17.  

The report also considers whether MCHE conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at MCHE along with its associated documentation against the scope areas shown in 

Table 1. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Whilst MCHE’s intended data use and benefits are stated within the DSA, it currently has not 

made use of the data and produced any outputs. Therefore Data Use and Benefits could not 

be fully assessed and has not been given an assurance rating at this time. 

Information Transfer Limited assurance 

Access Control Moderate assurance 

Risk Management Moderate assurance 

Operational Management and Control Moderate assurance 

Data Destruction Limited assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 
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1.3 Overall Risk Statement 

It is the Audit Team’s opinion that based on evidence presented during the audit and the type 

of data being shared, there is low risk of a breach of information security, duties of care, 

confidentiality or integrity (including inappropriate access to or loss of data) provided by NHS 

Digital to MCHE under the terms and conditions of the data sharing agreements signed by 

both parties. 

1.4 Response 

MCHE has reviewed this report and confirmed that it is accurate.  

MCHE will establish a corrective action plan to address each finding shown in Table 2. NHS 

Digital will validate this plan and the resultant actions at a post audit review with MCHE to 

confirm the findings have been satisfactorily addressed.  
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2 Findings 

Table 2 identifies the one major nonconformity, three minor nonconformities and seven observations which were raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  The DSA and System Level Security Policy (SLSP) do not reflect current 

practice and need to be corrected.  

DSA  

NHS Digital data is being processed and stored at locations that are not 

declared on the DSA.  

The Audit Team have advised the UoM to contact the DARS team and provide 

the correct information. Further security assurance associated with the data 

centres may be sought by the DARS team.  

SLSP 

Some areas covered in the SLSP need to be updated including system 

security covering physical security, data hosting, operational processes and 

the data protection registration details. There was also no review date with the 

document.  

The Audit Team has requested once the SLSP has been updated, a copy is 

forwarded to the DARS team for review.   

Information 

Transfer 

DSFC, Part 2, clause 4.3.2 

 

DSA, Part 2a and 2b 

Major 1 

2.  There was no evidence to show that access to the network folder holding ONS 

and HES data (Windows and Linux environment) is reviewed on a regular 

basis as required by the DSA. It should be noted that the UoM have held the 

data for approximately six months under this DSA.  

It was reported to the Audit Team there is a project under the UoM Cyber 

Programme to ensure the principle of least privilege is implemented across all 

user accounts. 

Access Control DSFC, Schedule 2,  

Section A, clause 1.2 

Minor  
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Ref Comments Link to Area Clause Designation Notes 

3.  The UoM is rolling out an information security classification scheme for all 

information assets. The procedure which supports this process was approved 

in October 2016. The classification informs the information handling minimum 

controls to protect the data assets. At the time of the onsite audit, the Audit 

Team was not provided with evidence to show the HES and ONS information 

assets had been classified.  

It should be noted at the time of the onsite audit, the UoM was developing a 

new storage area to hold NHS Digital data. 

Operational 

Management 

Information Security 

Classification and Secure 

Information Handling 

Minor  

4.  The HES and ONS information assets were assessed as ‘High Risk’ in May 

2017 as part of an Information Governance risk review. The UoM still needs to 

complete an Information Governance checklist (the UoM’s version of the 

Privacy Impact Assessment) following the risk review. 

The UoM should also consider developing risk management procedures for 

this project in line with other research projects. 

Risk 

Management 

Information Governance 

Checklist 

Minor  

5.  The UoM needs to ensure that the four ONS users listed in the DSA that do not 

have access to the ONS/HES data  until they have completed the formal 

information governance training in order to meet the training requirement 

specified in the DFSC.  

Operational 

Management 

 Observation  

6.  The UoM procures services from the third party disposal contractor through a 

framework contract via a consortium. However, this contract is not directly 

between the UoM and the third party contractor. Having a signed contract is 

recommended in the Information Commission’s Office (ICO’s) guidance. 

There is no documented procedure to support the IT asset disposal process 

and data destruction process. It was reported to the Audit Team that there 

were plans to develop a procedure and the UoM should consider: 

 NHS Digital – Destruction and Disposal of Sensitive Data guidance;  

 Maintaining a list of serial numbers for assets holding data provided to the 

third party disposal contractor. Hardware destruction is carried out onsite at 

the UoM premises; 

 Reconciling the lists of assets holding data with the certificate of destruction 

provided by the third party contractor to account for all assets destroyed. 

Data 

Destruction 

 Observation  
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Ref Comments Link to Area Clause Designation Notes 

7.  The UoM is planning on developing a Training Needs Analysis (TNA) for 

specialist roles such as Information Assets Owners/ Information Owners and 

Information Asset Administrators (IAA). The Information Owner and IAA for 

NHS Digital data should complete the specialist training once the TNA has 

been approved and rolled out.   

Operational 

Management 

 Observation  

8.  Currently, the UoM carry out a penetration test of the UoM’s network 

infrastructure (including file storage holding NHS Digital data) when a 

significant change is implemented on the network.  

The UoM should consider, and in line with NHS Digital - DARS guidance on 

security, carrying out a penetration test on a regular basis.   

Access Control  Observation  

9.  Guidance should be developed around handling and processing of NHS Digital 

data to provide consistency of approach. The UoM should consider including in 

the guidance a data flow diagram which outlines all touch points for NHS 

Digital data, review of folder access containing NHS Digital data, restriction on 

remote access to ONS data and quality checks on outputs to ensure their 

accuracy. 

Operational 

Management 

 Observation  

10.  The Information Asset Register (IAR) is being rolled out across the UoM. The 

Information Governance team are assisting information owners to complete the 

supporting documentation to help populate the IAR.  At the time of the onsite 

audit there were no entries for the HES and ONS datasets on the IAR.  

Operational 

Management 

 Observation  

11.  Some of the UoM’s policies and procedures have not been reviewed and 

revised in accordance with stated review dates. This includes the Data 

Protection Policy (Review date: August 2015) and Records Management 

Policy (Review date: October 2015).   

The UoM stated that the review of the documents had been put on hold due to 

General Data Protection Regulation (GDPR). 

Operational 

Management 

 Observation  

Table 2: Nonconformities and Observations
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2.1 Supplementary Notes 

Note 1. The DSA states that the primary data centre is a UoM, premise.  This is incorrect 

and was at the time of signing the DSA in December 2016. The hardware holding 

NHS Digital data is now located at a third party datacentre. The DARS team had not 

been informed about this change. It should be noted that the hardware holding the 

data is own and maintained by the UoM.   

The second datacentre is stated on the DSA as a UoM premises.  This is incorrect 

as the data centre is owned by another third party. Again the hardware holding NHS 

Digital data is owned by the UoM.  

It should be noted that both of the third party data centres were based in England. 

The processing address recorded on the DSA is the location where the PCs used to 

access NHS Digital data and is not the location where the data processing takes 

place.   

2.2 Data Location 

UoM confirmed that the location of the data was limited to the location shown in Table 3. 

Data Location England.  

Table 3: Data Location 

2.3 Backup Retention 

The duration for which data may be retained on backup media is shown in Table . 

Backup retention  35 days 

Table 4: Data Retention Period 

2.4 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 The UoM has recently increased the size of the Information Governance (IG) team to 

ensure the focus on IG is maintained and embedded throughout the University. A number 

of IG projects are being rolled out to improve information governance controls across the 

University. 

 The UoM is developing a new secure storage and data processing solution (data safe 

haven) to hold NHS Digital data. 

 The Project Lead was able to explain the planned output of the study and the direct benefit 

to health and social care 
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2.5 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


