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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at South, Central and West 

Commissioning Support Unit (CSU) at its offices in Eastleigh on the 14 and 15 December 

2016. It provides an evaluation of the flow of data received from NHS Digital and the 

associated governance and management associated with each individual flow, in relation to 

the requirements of Data Sharing Framework Contract: CON–304450–Z1C3W.  

The audit was undertaken due to a heightened concern regarding NHS Digital’s disseminated 
data being transferred outside of the UK/EEA. The South Central and West CSU was 
commissioned by five Clinical Comissioning Groups (CCGs) to process pseudonymised 
patient record level data which was securely uploaded within the UK/EEA  to a third party 
data processor, for actuarial analysis.  The pseudonymised data was then transferred by the 
third party data processor outside of the UK/EEA.  

At the time of the initial processing of the psuedonymised patient record level data, the third 

party data processor had not informed the Data Controller that  data would be processed 

outside of the UK/EEA.   This information was provided in an email on the 6th November 

2015.  

Onward sharing of record level data outside of the UK is in contravention of the NHS Digital 

Data Sharing Contract.  Instructions were issued for the data on the non UK system to be 

deleted and confirmation has been received this has been carried out. 

The CSU has initiated an internal investigation in relation to the NHS Digital data breach. 

Following the on-site visit a Serious Incident Requiring Investigation (SIRI) was reported to 

the Information Commissioners Office (ICO) by the respective CCG’s, who are the data 

controllers, in relation to the findings.   

Data sharing audits for three of the five CCGs which were data controllers in common; 

Fareham and Gosport CCG, South East Hampshire CCG and Portsmouth CCG, are 

scheduled to follow the CSU audit.  The data controller’s role will be given particular focus 

within the audit.  

The report also considers whether the CSU conforms to its own policies and procedures as 

data processor. 

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 
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1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to 

information governance and data handling at the CSU along with its associated 

documentation against the scope areas shown in Table 1. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Moderate assurance 

Operational Management and Control Limited assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is low risk of a breach of information 

security, duties of care, confidentiality or integrity (including inappropriate access to or loss of 

data) provided by NHS Digital under the terms and conditions of the Data Sharing 

Framework Contract. 

1.4 Response 

The CSU has reviewed this report and confirmed that it is accurate.  

The CSU will establish a corrective action plan to address each finding. NHS Digital will 

validate this plan and the resultant actions at a post audit review with the CSU to confirm the 

findings have been satisfactorily addressed. The post audit review will also take into account 

the findings of an investigation that has been initiated by the ICO. 
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2 Findings 

Table 2 identifies the 1 minor nonconformity and 2 observations raised as part of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  At the time of the audit the current South, Central and West CSU Privacy Impact 

Assessment process did not review the likelihood or impact of processing 

occurring outside the permitted jurisdiction. 

Operational 

Management 

Use of Data 

CSU Privacy Impact 

Assessment 

 

Minor 1 

2.  Acting in its capacity as data processor to the CCGs involved in this project; the 

CSU failed to identify that data were being processed outside of the UK. 

Processing of the data commenced on 25
th

 September 2013. Details of data 

being processed outside of the UK/EEA, had been communicated through an 

email from the third party data processor on the 6 November 2015.   

Information 

Transfer 

Data Sharing Framework 

Contract 

Data Sharing Agreement, 

Non-Disclosure Agreement 

Observation  

3.  Clear roles and responsibilities in relation to who is the Data Controller and the 

Data Processor need to be established and understood.  The Data Controller 

should produce a Data Processing Agreement  which sets out the obligations of 

the Data Processor, including any pertinent requirements in the data controller's 

Data Sharing Framework Contract / Data Sharing Agreement. 

The Data Processing Agreement should be signed by both parties. 

Operational 

Management 

HDIS Data Sharing 

Agreement, Schedule 8 

HSCIC Code of Practice 27 

(b) 

Observation  

 

Table 2: Nonconformity and Observations
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. The Audit Team recognises that the CSU has undertaken a business process 

review and that a number of policies, procedures and controls have been 

established by the CSU to harmonise legacy policies across the CSU (following a 

merger of three previous organisations).  It is also recognised that the degree of 

documented control has improved considerably since the inception of the original 

documentation at the start of the project in 2013. 

2.2 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 The CSU is working towards ISO 27001 certification. 

 There is a general culture of learning and willingness to improve systems within the CSU. 

The CSU has reacted proactively to the findings of the NHS Digital data breach 

investigation.  

2.3 Audit Limitation 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital 

does not assume any liability to any person or organisation for any loss or damage suffered 

or costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 

 


