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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at NHS South Eastern 

Hampshire Clinical Commissioning Group (CCG). It should be noted that this audit was 

undertaken in conjunction with two other CCGs in the south of England between 17 and 19 

January 2017.   

The CCG provides commissioning services to the South Eastern Hampshire area, in 

conjunction with this provision the CCG works in partnership with the other two CCGs in the 

area to provide co-ordinated commissioning support throughout the region.   

This report represents the findings across those three days for this particular CCG. Separate 

audit reports have been provided for the other two CCGs: Fareham and Gosport CCG and 

Portsmouth CCG.   It provides an evaluation of how the CCG conforms to the requirements 

of the data sharing framework contract (DSFC) CON-11774-N1LAT. 

The report also considers whether the CCG conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 

It should be noted that there is a joint Senior Information Risk Owner (SIRO) role covering 

both Fareham and Gosport CCG and South Eastern Hampshire CCG. There are therefore a 

number of jointly managed third party data sharing agreements, Service Level Agreements 

(SLAs), policies and procedures. 

Secondary Use Services (SUS) and local provider data is processed by the CCG’s data 

processor, South Central and West Commissioning Support Unit (SCW CSU).  The CCG has 

a SLA in place with SCW CSU for the provision of information governance, data processing / 

business intelligence and IT infrastructure services to the CCG. 

The CCG’s data processor, SCW CSU, was audited in December 2016 and the Data Sharing 

Audit report of can be found on the NHS Digital website. This audit focusses on the role of 

NHS Fareham and Gosport CCG as the Data Controller for NHS Digital supplied data. 
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1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at the CCG along with its associated documentation against the scope areas shown 

in Table 1. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Moderate assurance 

Access Control Moderate assurance 

Data Use and Benefits Substantial assurance 

Risk Management Substantial assurance 

Operational Management and Control Limited assurance 

Data Destruction Moderate assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that at the current time and based on evidence presented 

during the audit and the type of data being shared, there is moderate risk of a breach of 

information security, duties of care, confidentiality or integrity (including inappropriate access 

to or loss of data) provided by NHS Digital to the CCG under the terms and conditions of the 

data sharing agreements signed by both parties. 

1.4 Response 

The CCG has reviewed this report and confirmed that it is accurate.  

The CCG will establish a corrective action plan to address each finding shown in Table 2. 

NHS Digital will validate this plan and the resultant actions at a post audit review with the 

CCG to confirm the findings have been satisfactorily addressed. The post audit review will 

also consider the outstanding evidence at which point the Audit Team may raise further 

nonconformities/observations. 
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2 Findings 

Table 2 and Table 3 identify the 2 major nonconformities, 4 minor nonconformities, 6 observations and 2 areas for follow-up raised as part 

of the audit.  

In addressing a finding the data recipient must take account of any referenced supplementary notes. 

Ref Comments Link to Area Clause Designation Notes 

1.  The CCG’s third party Data Processor transferred, processed and held CCG 

data outside the EEA between March 2015 and December 2016. This included 

material derived from data supplied by NHS Digital.  

The CCG could not evidence a risk assessment was undertaken for the 

location outside of the EEA that data was held as required by the Data 

Protection Act 1998, Principle 8 in order to ensure that an adequate level of 

protection is one which is adequate in all the circumstances of the case.   The 

Audit Team recognised that a risk assessment was undertaken on areas within 

the scope of its agreement with the third party data processor; however this 

particular location outside of the EEA was not included. 

The CCG signed a Data Sharing Framework Contract (DSFC) with NHS Digital 

on 6 January 2016; the DSFC requires that the data recipient shall not transfer 

data outside of the UK without the express consent of NHS Digital.  The Audit 

Team recognised that the data was transferred prior to the signature of the 

DSFC, however the data in question continued to be held outside of the UK 

following signature of the DSFC. 

At the time of the on-site visit the CCG had been advised by NHS Digital to 

raise a potential Serious Incident Requiring Investigation with the ICO.  The 

Audit Team will review the outcome of the ICO enquiries as part of the post 

audit review. 

Upon identifying the above issue the SCW CSU and CCG liaised with NHS 

Digital and its third party processor to ensure that data held outside of the EEA 

was permanently destroyed and provided evidence of destruction to NHS 

Digital from the location identified in December 2016. 

Operational 

Management 

and Information 

Transfer 

Data Protection Act 1998, 

Principle 8 

DSFC, Part 2, Paragraph 5.2 

 

Major 1 
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Ref Comments Link to Area Clause Designation Notes 

2.  The CCG instructed its primary data processor, SCW CSU, to transfer data to 

a third party data processor.  Record level pseudonymised SUS data was 

transferred to the third party processor prior to a Data Sharing Framework 

Contract (DSFC) being signed with NHS Digital, however transfers continued 

after that date and the CCG did not inform NHS Digital of this.  For avoidance 

of doubt this is a separate finding to that referred to in reference 1 and data 

was not shared outside of England. 

While the Audit Team recognise that the CCG entered into a contract with the 

third party processor prior to the signing the DSFC; The CCG signed a Data 

Sharing Framework Contract (DSFC) with NHS Digital on 6 January 2016; the 

DSFC states that no HSCIC (now NHS Digital) supplied data shall be 

transferred to a third party without informing the HSCIC. The Audit Team 

recognise that the data was transferred prior to the signature of the DSFC, 

however the data in question continued to flow and be processed after the date 

of signature and the CCG failed to inform NHS Digital of this matter.  

It should be noted that the CSU Information Governance (IG) function identified 

the data sharing agreement and associated data flow with the third party data 

processor in December 2016 and immediately ceased data flows pending 

further internal review.   

Within 5 days of the on-site visit the CCG confirmed that it had instructed its 

third party data processor to destroy all data contained on its server and to 

provide the necessary paperwork. At the time of the onsite visit the Certificate 

of Destruction had not yet been received by NHS Digital, therefore there was a 

risk that NHS Digital supplied data is being held on that third party’s system 

without a legal basis to do so and this is reflected within the Moderate risk 

assurance statement in section 2.3 of this Data Sharing Audit Report. 

Operational 

Management 

Data Protection Act 1998, 

Principle 1 

 

DSFC, Part 2, Paragraph 4.3 

Major 

 

2 

3.  The CCG could provide no evidence that review of access to folders had been 

undertaken regularly to ensure access is limited to those who need access as 

required by the DSFC or on a quarterly basis as required by its IT Access 

Control Policy. 

Access Control IT Access Control Policy 

Section 5.6 Review of User 

Access Rights 

DSFC, Schedule 2, 

Paragraph 1.2  

Minor  
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Ref Comments Link to Area Clause Designation Notes 

4.  NHS Digital data sets are not listed on its Information Asset Register (IAR) as 

required by its IG Policy and IG Framework; the Audit Team recognised that 

the PIA and assessment for inclusion on the register has commenced. 

Operational 

Management 

Information Governance 

Policy, Paragraph 8.7.2 

Information Governance 

Framework, Paragraph 3.8 

Minor  

5.  A number of CSU IT Security policies require update to reflect current CSU 

practice. 

Operational 

Management 

SCW CSU IT Security Policy 

and Procedures 

Minor  

6.  The CCG could not provide evidence that key performance indicators are 

being measured, reported and discussed on a monthly basis.  In addition, there 

is no list of who within the CCG is authorised to issue instructions to CSU as 

required by Schedule 6 of the SLA. 

Operational 

Management 

Service Level Agreement of 

Commissioning Support 

Services, 1/9/2014. Schedule 

3 and Schedule 6 

Minor  

7.  The CCG should review its internal processes and controls to ensure 

compliance with the Data Sharing Framework Contract and Data Sharing 

Agreement; Serious Incidents Requiring Investigation; Assessment of Risk and 

embedding DSFC and DSA specific requirements within the project 

management framework 

Operational 

Management 

 Observation 

 

 

8.  The Service Level Agreements in place between the CCG and SCW CSU do 

not state that the CCG is Data Controller and CSU is Data Processor, nor is 

there anything in writing which reflects their respective roles and 

responsibilities. 

Operational 

Management 

 Observation 

 

 

9.  The Audit Team suggest that the CCG develops compliance monitoring 

against the CSU as its Data Processor; with regard to the CSU’s compliance 

with the DSFC and DSA. 

Operational 

Management 

 Observation  

10.  The CCG’s IAR should be updated to complete the column detailing the person 

responsible for approving access. 

Access Control  Observation  

11.  The SLA between the CCG and CSU does not include key performance 

indicators for IT security measures.  Whilst there is a certain level of oversight 

between the two parties, the CCG should confirm it is satisfied current 

processes are sufficient in assuring CSU IT security performance. 

Operational 

Management 

 Observation 3 
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Ref Comments Link to Area Clause Designation Notes 

12.  The Audit Team will follow-up the results of the ICO queries referred to in 

reference 1 above as part of ongoing audit follow-up activity. 

Operational 

Management 

 Follow-up  

13.  The Audit Team will follow-up the results of the CSU and CCG’s review of the 

data flow  and data deletion detailed in reference 2 above as part of the 

ongoing audit-follow up activity. 

Operational 

Management 

 Follow-up  

Table 2: Nonconformities, Observations and Points for follow-up - Fareham and Gosport CCG 

 

 

Ref Comments Link to Area Clause Designation Notes 

14.  A number of CSU IT security policies require update to reflect current CSU 

practice. 

Operational 

Management 

 Observation 1 

Table 3: Observation – NHS South, Central and West CSU 
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2.1 Supplementary Notes 

The following notes refer back to Table 2 and provide additional commentary on the linked 

finding. 

Note 1. The CCG was a member of a multi-agency project, comprised of a number of CCGs 

and the SCW CSU. The SCW CSU provided primary Data Processor activities on 

behalf of the CCGs and also provided Information Governance assurance to the 

project board and its members.  The project board contracted a third party Data 

Processor for the purposes of providing specialist analysis.  The SCW CSU shared 

data on behalf of each CCG with the third party Data Processor upon the instruction 

of each CCG as a member of the project board.    The CCG has commented that at 

the time of the project the CCG did not believe it was acting as Data Controller for 

the data in question; this is recognised by the Audit Team.  However, the SCW CSU 

was acting under the instruction of the CCG, which was also represented on the 

project board, for the South Eastern Hampshire CCG area data.  The Audit Team 

therefore considered the CCG as the Data Controller for the purposes of this audit. 

The CCG would like it noted however that this position wasn’t clear at the date of 

the data transfer in 2015, as there was no signed DSFC in place until March 2016; 

however the data in question continued to be held outside of the UK following 

signature of the DSFC. 

As part of this project the SCW CSU transferred South Eastern Hampshire CCG 

data, which included data derived from NHS Digital supplied data, with the third 

party Data Processor in 2015 for specialised analysis.  The CCG and the SCW CSU 

have stated that this data was anonymised in context in line with the ICO code of 

practice.   

The Audit Team recognised that a contract was in place with the third party Data 

Processor which required the third party Data Processor to adhere to the Data 

Protection Act 1998, that non-disclosure agreements had been signed between 

both parties and as part of the contract review the IG function had assessed the 

locations which the data would be stored, alongside an assessment of the format of 

data being shared.  However, the third party Data Processor transferred, processed 

and held this data at a location outside of the EEA without the permission of the 

CCG or the multi-agency project board.     

The third party Data Processor had informed the SCW CSU and the CCG that 

information was being stored outside of the EEA by email on the 6 November 2015, 

however this was not recognised or risk assessed and data continued to be held 

outside of the EEA for a significant period after the SCW CSU/CCG were informed. 

The CCG have commented that the third party processor stated in its email that the 

information shared was “not personal identifiable data” and met the model standard 

contractual clauses issued by the European Union and therefore no further risk 

assessment would have been required. Given none of the recipients recognised the 

risk inherent in the information notified to them by the third party Data Processor or 

undertook a new risk assessment, the Audit Team considers this demonstrated 

limited operational management and control of this activity on behalf of the CSU 

and CCG. 
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The CCG entered into a contract directly with the third party data processor in 2014 

and instructed its primary data processor (SCW CSU) to transfer the data specified.  

The contract between the two parties expired in December 2016, triggering a review 

of the data transfer arrangements by the CSU IG function.  The function of the data 

share was to create a tool for access by GP practices to its own patient data, the 

CCG could also access aggregate data for commissioning purposes. 

2.2 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 3. 

Backup retention  for 13 months 

Table 3: Data Retention Period 

2.3 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

 Basic IG Training and Training for Specialist Roles current and up to date. 

 There is a general culture of cooperation between CCGs and CSU and a willingness to 

improve and proactively engage with its IG Function. 

2.4 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report; however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


