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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of South Gloucestershire 

Clinical Commissioning Group (CCG) on 22 and 23 August 2016 against the requirements of 

the data sharing framework contract (DSFC) CON-06535-H5P32 and the data sharing 

application with respect to the provision of:  

Dataset(s)   “Level” of data  Dataset period 

SUS (Invoice Validation 

and Risk Stratification) 

(Commissioning) 

Identifiable Data  

Sensitive 

Pseudonymised, 

Sensitive 

01/07/2016 – 30/06/2017  

Plus historic extract from 01/04/2008 – 31/05/2016 

Acute 

Local Provider Data 

Pseudonymised, 

sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Ambulance 

Local Provider Data 

Pseudonymised, 

sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Community 

Local Provider Data 

Pseudonymised, 

sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Mental Health  

Local Provider Data 

Pseudonymised, 

sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Population Data  

Local Provider Data 

Pseudonymised, 

sensitive 

01/06/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 31/05/2016 

Mental Health Services 

Data Set  

Pseudonymised, 

Sensitive 

31/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/07/2016 

Improving Access to 

Psychological Therapies 

(2016/2017) 

Pseudonymised, 

Sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Maternity Services 

 

Pseudonymised, 

Sensitive 

31/10/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/09/2016 

Mental Health Learning 

Disability Data Set  

Pseudonymised, 

Sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

Children and Young 

People’s Health 

Pseudonymised, 

Sensitive 

31/10/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/09/2016 

Diagnostic Imaging Dataset Pseudonymised, 

Sensitive 

01/07/2016 – 31/03/2017  

Plus historic extract from 01/04/2013 - 30/06/2016 

 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
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1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by South Gloucestershire CCG between 5 and 26 May 2017. It involved a desk 

based review of supporting evidence supplied.  Additional supporting evidence was 

requested and supplied via email by the CCG. 

From this post audit review 1 minor nonconformity and 5 observations remain open and 

requires further follow-up by the Audit Team.  

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to South Gloucestershire 

CCG under the terms and conditions of the future data sharing agreements signed by both 

parties (at the time of the audit). 

1.3.1 Response 

South Gloucestershire CCG has reviewed this report and confirmed that it is accurate.  

The Audit Team found that South Gloucestershire CCG has not suitably addressed all of the 

nonconformities contained in the original data sharing audit report and further work is 

required to close those findings. The South Gloucestershire CCG is also required to update 

its action plan to align with this post audit report. 

1.4 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  

 

    



NHS Digital Post Audit Review of Data Sharing Activities: South Gloucestershire Clinical Commissioning Group v1.0 Approved 14/08/2017 

 

 

Copyright ©2017 Health and Social Care Information Centre Page 4 of 8 

2 Status 

Table 1 identifies the 4 minor nonconformities and 8 observations raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  The Service Level Agreements (SLA) between the 

CCG and SCW CSU do not state that the CCG is the 

Data Controller and SCW CSU is the Data Processor 

as required by the CCG’s Information Governance 

Strategy, Section 8. 

Operational 

Management 

The CCG has produced a Data Processing Agreement 

between the CCG and the CSU. The agreement has 

been signed by both sides. 

Minor Closed 

2.  The CCG will become the data controller for NHS 

Digital supplied data under the NHS Digital Data 

Sharing Agreement and this will transfer from SCW 

CSU.  The CCG should review its internal policies and 

controls to ensure they are compliant with the DSFC, 

DSA and Data Protection Act. 

For example: allocation of Information Asset Owner, 

inclusion of data assets within the remit of DSA on the 

information asset register, Information Asset Owner 

training, review of risk registers to include any risks to 

data sets within the remit of the DSA, escalation of risk 

from CSU risk registers to the CCG risk registers and 

inclusion on the CCG’s Information Governance 

Improvement Strategy. 

Operational 

Management   

Risk 

Management 

This action is still in progress. 

It was reported that the CCG has nominated the SIRO 

as the IAO.  The IAO will have the responsibility for 

obtaining the relevant assurance from the CSU IG 

leads. 

 

 

Observation Open 

3.  Elements of the Data Sharing Application were found 

to be incorrect. After investigation it was identified that 

the errors were due to actions taken outside of and 

beyond the control of the applicant(s). This requires 

review between the CCG and NHS Digital. 

Operational 

Management 

The DSA between the CCG and NHS Digital has been 

agreed and signed. The CCG became the data 

controller in April 2017.     

 

  

Observation Closed 
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Ref Comments Link to Area Update Designation Status 

4.  An internal audit report of the Information Governance 

Toolkit (IGT) in February 2016 reported that all scores 

were 0 across the sample of requirements audited.  

The CCG Information Governance Manager stated this 

was due to the timing of the audit and plans are in 

place with SCW CSU’s internal audit team to improve 

the process.   

The Audit Team suggested changes in the process to 

support an IGT submission, for example to complete a 

baseline IGT portal submission at the end of October 

and provide feedback to the SIRO on the current 

scores.  Also consider an independent pre-submission 

audit in March. 

Operational 

Management 

The finding was rejected by the CCG as there is no 

facility in the CCG IGT to submit a baseline. An 

independent audit is provided by Audit South West. 

The Audit Team would still recommend that feedback 

is provided to the SIRO at the end of October on the 

current scores.   

Also, the new IGT will be formally rolled in 2017/18 and 

the reporting requirements may change.   

Observation Rejected 

5.  The Audit Team suggested that the CCG develops 

compliance and monitoring against SCW CSU as the 

Data Processor.  This is to ensure performance of the 

data processing compliance with DSFC and DSA and 

could include the right for independent audit. 

Operational 

Management 

Use and 

benefits of 

data 

A Data Processing Agreement has been developed 

and signed by the CCG and the CSU.  

The CCG will continue to obtain IG assurance through 

the reporting and audit activities of the IG Team. 

The CCG as data controller should satisfy themselves 

that the data processor is performing as required. 

Observation Closed 

6.  A Privacy Impact Assessment (PIA) should be 

completed by the CCG against identifiable data in 

Controlled Environment for Finance (CEfF) once the 

CCG becomes data controller in line with the CCG’s 

Information Governance Strategy.  Any risk identified 

should be documented on the risk register. 

Risk 

Management 

Use and 

benefits of 

data 

The CCG stated that a PIA will be completed and 

reviewed by the CSU IG team in those situations when 

the organisation directly processes identifiable data. 

The Audit Team advised the CCG that as data 

controller it needs assurance that appropriate controls 

are in place and risks are managed. The CCG IGT 

requirement 237 recommends a PIA is completed for a 

new or change in service. It was reported that the CCG 

are investigating this further.   

Observation Open 
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Ref Comments Link to Area Update Designation Status 

7.  Review of network user access rights is not being 

undertaken routinely at least once per quarter as 

required by SCW CSU’s IT Access Control Policy; this 

includes CCG network user rights.  The Audit Team 

noted that although the process is written, it is currently 

being embedded in practice. 

Access 

Control 

An email is provided to the CCG by the CSU that 

includes user access rights by network folder. This 

email is provided to the CCG for review on a quarterly 

basis for review and action.     

 

  

Minor Closed 

8.  SCW CSU’s Service Equipment and Disposal Policy is 

being updated following CSU mergers and did not 

reflect current practice.  This includes CCG assets 

which are managed by SCW CSU on the CCG’s 

behalf.  

SCW CSU did not provide evidence of a signed 

contract with the third party disposal company as 

required by SCW CSU’s Service Equipment and 

Disposal Policy.    

Data 

Destruction 

This action is still in progress. 

The CSU has a consolidated cost neutral contract that 

is due for approval by procurement. 

Minor Open 
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Ref Comments Link to Area Update Designation Status 

9.  SCW CSU is currently holding data indefinitely on 

back-up tapes, including data held on behalf of the 

CCG.  SCW CSU retaining data indefinitely is a breach 

of the Data Sharing Framework Contract, which states 

that data shall be permanently destroyed / deleted or 

erased when that data is no longer required for the 

purposes received. 

SCW CSU currently backs up data to a Storage Area 

Network (SAN) at a secondary data-centre; the data is 

then backed up to tapes which are retained indefinitely.    

SCW CSU stated that should a data deletion request 

be received from a CCG then the back-up tapes would 

be reviewed and data deleted.  In addition, SCW CSU 

back-up policy does not include the process for back-

up tapes and requires review.   

It should be noted that no NHS Digital data held on 

CSU systems has yet reached its retention deadline, 

however an established process should be in place to 

ensure that data will be deleted within the specified 

timescales stated in the Data Sharing Agreement.  

The CCG should ensure that controls are in place with 

SCW CSU in relation to data retention schedules and 

destruction principles for data held by SCW CSU on 

the CCG’s behalf. 

Information 

Transfer 

The IT Services - Backup and Business Continuity 

policy has been updated to reflect the practice of 

backup tape disposal or re-use after 13 months. 

 

Minor Closed 

10.  The Audit Team noted that a limited scope penetration 

test has been undertaken by SCW CSU on selected 

systems, which includes NHS Digital data, however a 

full infrastructure test is scheduled later in the year. 

Access 

Control 

It was reported that the CSU commissioned two 

independent penetration tests in February/March 2017. 

However, the Audit Team have not been provided with 

evidence to support this. 

Observation Open 

11.  SCW CSU stated that access rights to the SQL 

database holding NHS Digital data are routinely 

reviewed by the database administrator  ensuring that 

access is set at least privilege.  This process has not 

been documented. 

Access 

Control 

This action is still in progress.  

It was reported that this process is expected to be 

formally embedded within the SQL DBA team in 

September 2017. 

Observation Open 
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Ref Comments Link to Area Update Designation Status 

12.  SCW CSU’s IT asset management process is not 

currently documented, this includes assets managed 

on behalf of the CCG 

Information 

Transfer 

Operational 

Management 

This action is still in progress.   

It was reported that a high level policy has been 

defined and assets are managed to this. . A procedure 

to support the process is being drafted for 

implementation. 

Observation Open 

Table 1: Nonconformities and Observations 


