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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of King’s College, London on 

8 and 9 December 2015 against the requirements of the data sharing framework contract 

(DSFC) CON-302837-H8G8T and the data sharing agreement (DSA) NIC-236594-T3Q6Q 

with respect to the provision of bespoke extract of pseudonymised patient level Hospital 

Episode Statistics (HES) data. 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of the action plan and supporting evidence 

supplied by King’s College, London on 5 May 2017. It involved a desk based review and a 

follow-up email for further evidence.  

Based on this post audit review the nonconformities have been closed. There are 

observations which are still open however no further follow-up is planned. An observation is a 

situation where a requirement is not being breached but a possible improvement or 

deficiency has been identified by the Audit Team.  

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to King’s College, London 

under the terms and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

King’s College, London has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all of the nonconformities, there is no further action by the Audit 

Team.  There are observations which are still open and King’s College, London should follow 

up until the action against the findings is completed.   

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  
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2 Status 

Table 1 identifies the two minor nonconformities and seven observations for follow-up raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  The College’s data loss assessment and reporting 

procedure does not align with current HSCIC guidance 

and therefore a class of incidents could be incorrectly 

reported 

Operational 

Management 

The Data Loss Assessment and Reporting Procedure 

has been updated and now includes reference to NHS 

Digital guidance on incident reporting. The document 

was approved and adopted in July 2016. 

Minor Closed 

2.  An issue was identified with a particular control could 

lead to a security vulnerability. 

Access 

Control 

The Audit Team was provided with evidence that the 

issue identified in the audit has been addressed.  

Minor Closed 

3.  The process to communicate updates to 

policies/procedures to staff is not formalised. 

Operational 

Management 

A review has taken place of the process to 

communicate IT policies to users and 

recommendations for improvement are awaiting 

approval. It was reported that following approval these 

recommendations will be implemented by the end of 

June 2017. 

No further follow up is planned by the Audit Team. 

Observation Open but 

no further 

follow up 

planned 

4.  The IT asset register does not have a unique identifier 

(for example, asset tag or serial number) for each 

asset, which would help to identify an asset and allow 

traceability to any destruction certificate. 

Operational 

Management 

The Audit Team was provided with evidence from the 

central IT asset register system that showed that IT 

assets have now been assigned a unique identifier to 

allow traceability. 

Further work is planned on the register which will 

manage the life of the asset through to its certificate of 

destruction.  

No further follow up is planned by the Audit Team.  

Observation Open but 

no further 

follow up 

planned 
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Ref Comments Link to Area Update Designation Status 

5.  Although there is a risk register within the Faculty, it 

was acknowledged that the risk assessment process 

needs to be developed further with a clear escalation 

route 

Risk 

Management 

The project risk register now includes an escalation 

process to Director level and to IT Governance.  

IT Governance is also updating its documentation to 

take account of this change in the IT risk management 

process. This is expected to be completed by June 

2017. 

No further follow up is planned by the Audit Team. 

Observation Open but 

no further 

follow up 

planned 

6.  The standard PC build includes access to a cloud 

based storage solution (One Drive), which is based 

outside of the UK. An accidental transfer to this 

storage would result in a breach of the contract.  Whilst 

this link on the HES PC was removed after the Audit 

Team raised this risk, controls need to be put in place 

to ensure that this link is not added in future updates to 

this PC. 

Access 

Control 

The College provided a screenshot from the PC used 

to access HES data which showed One Drive had 

been disabled.  This setting has been disabled by IT 

Services on this PC.    

 

 

Observation Closed 

7.  The process for not returning a hard disc that is under 

warranty is not formally documented.   

Data 

Destruction 

This has not been fully completed. 

The College is in the design phase of creating and 

documenting the hardware lifecycle processes 

including the return and replacement of hard disk 

drives. This is planned to be completed by August 

2017. 

As this finding is an observation, no further follow up is 

planned by the Audit Team 

Observation Open but 

no further 

follow up 

planned 

8.  An Information Asset Register needs to be developed 

which includes: detail of data owner, link to data 

sharing agreement and details of the risk assessment 

and controls in place. 

Risk 

Management 

The College has completed a data management plan 

for this project as required by the revised Research 

Data Management Policy. The plan covers the 

handling of research data and is reviewed every 3 

months.  

Observation Closed 
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Ref Comments Link to Area Update Designation Status 

9.  The College has an agreement with an IT hardware 

disposal company. A list of assets provided to the 

disposal company is maintained by the College and a 

certificate of destruction is provided by the disposal 

company. However there is no reconciliation of the 

internal list and certificate of destruction.   

Data 

Destruction 

This has not been fully completed.  

The College is in the design phase of creating and 

documenting the hardware lifecycle processes and this 

includes the reconciliation of assets provided for 

disposal. This is planned to be completed by August 

2017.  

As this finding is an observation, no further follow up is 

planned by the Audit Team.  

Observation Open but 

no further 

follow up 

planned 

Table 1: Nonconformities and observations for follow-up 


