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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of Birmingham City Council 

Public Health Intelligence on 2 and 3 November 2016 against the requirements of the data 

sharing framework contract (DSFC) CON-00614-P0K6S and the data sharing agreement 

(DSA) NIC-25007-J9M9P with respect to the provision of:  

 Patient-level pseudonymised Hospital Episode Statistics (HES) data; annual extracts 

2005-2017. 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised an assessment of an updated action plan and supporting 

evidence supplied by Public Health Intelligence on 2 May 2017. This action plan and 

supporting evidence was discussed during a telephone call with Public Health Intelligence on 

16 May 2017. Further evidence was supplied via email following the call. 

Based on this post audit review all findings have been closed. 

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to Public Health Intelligence 

under the terms and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

Public Health Intelligence has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all nonconformities there is no further action required for Public 

Health Intelligence.   

1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report, however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.  

 

    

file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
file://teams2/DavWWWRoot/sites/ManagementSystems/Shared%20Documents/Data%20Sharing/Audit%20Guide/HSCIC%20Data%20Sharing%20Audit%20Guide.docx
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2 Status 

Table 1 identifies the 1 major nonconformity, 4 minor nonconformities and 6 observations raised as part of the original audit.  

As part of the post audit review the Council also reported that the Public Health domain was included in the Public Services Network (PSN) 

IT Health Check assessment which was completed in May 2017. The issues being raised by the assessment are being addressed by the 

Council against a remedial action plan. A number of the critical and high findings have already been addressed by the Council. The 

deadline for resolving these action is the end of June 2017 to align with the next health check.  Certification is set for 29 July 2017. 

 

Ref Comments Link to Area Update Designation Status 

1.  Information governance (IG) training has not been 

refreshed annually as required by the Data Sharing 

Framework Contract and the Council’s Data Protection 

Policy.  None of the Public Health Intelligence analyst 

staff have completed IG training and only one has 

completed IT Security training in the past year. It 

should be noted that the Information Asset Owner 

(IAO) for HES data has recently attended IAO training. 

Operational 

Management 

IG training was refreshed by Public Health Intelligence 

analysts by the end of December 2016. A copy of a 

training spreadsheet showing when analysts 

completed the training was provided to the Audit 

Team. Public Health Intelligence analysts will now 

undertake annual training in line with the DSFC. 

Compliance with this requirement is to be monitored as 

part of a regular agenda item at Public Health 

Intelligence team meetings. Agendas and minutes for 

the team meetings on 4 April 2017 and 2 May 2017 

were provided to the Audit Team. 

As a wider initiative the Council is considering 

changing the 2 year training timeframe to 1 year for all 

staff. No decision has yet been formally taken on this 

wider change. 

Major Closed 
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Ref Comments Link to Area Update Designation Status 

2.  Public Health Intelligence is not undertaking regular 

review of user access to ensure that access is limited 

to personnel that require access, as required by the 

Data Sharing Framework Contract and the Council’s 

Access Control Standard. 

Access 

Control 

The Service Birmingham “Customer Acceptance 

Statement (Public Health)” has been revised to include 

a requirement for Service Birmingham to provide a list 

of staff with access to the secure zone together with 

the role undertaken to maintain support when 

requested. 

The list will be reviewed at Public Health Intelligence 

team meetings. Agendas and minutes for the team 

meetings on 4 April 2017 and 2 May 2017 were 

provided to the Audit Team. 

Minor Closed 

3.  Public Health Intelligence released a report to a CCG 

which included three tables that did not have small 

numbers suppressed as required by the HES Analysis 

Guide.  It should be noted that the incident was 

investigated by the Council, remedial actions taken 

and NHS Digital informed on 2 November 2016.   

Operational 

Management 

Data Use 

and Benefits 

Protocols have been written to govern the use of 

confidential data within the Public Health Intelligence 

team to mitigate the risk of accidental disclosure in the 

future. Updated protocols were supplied to the Audit 

Team. 

Minor Closed 

4.  The Corporate Incident Investigation board did not take 

due account of the request for advice from Public 

Health Intelligence as to whether the release of the 

tables without small number suppression was in 

breach of the DSFC and DSA. 

Operational 

Management 

Following the Board being informed of the finding 

raised by the Audit Team they acknowledged that NHS 

Digital must be notified of the breach. A record of this 

decision has been added to the Personal Data Security 

Breach Notification form. 

A new field has been added to the Personal Data 

Security Breach Notification form and guidance which 

states “Where a data breach relates to a Data Sharing 

Contract, has the incident been reported to the third 

party” in order to prevent re-occurrence. 

Minor Closed 

5.  A number of Birmingham City Council and Service 

Birmingham documents either include conflicting 

statements or do not reflect current practice and 

require review.  It should be noted that the Council is 

currently reviewing all policies as part of a business 

improvement programme. 

Operational 

Management 

A number of Birmingham City Council and Service 

Birmingham documents have been reviewed. A list 

was provided and a small sample of the listed 

documents was undertaken by the Audit Team. 

Minor Closed 
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Ref Comments Link to Area Update Designation Status 

6.  Service Birmingham stated that all hard drives from 

redundant equipment are retained and then destroyed 

by the contracted third party disposal company. The 

service contract with the third party disposal company 

states that hard discs should be wiped before recycling 

or re-use.  Therefore, the clause in the service contract 

with the third party disposal company allowing reuse of 

equipment is inaccurate and requires review.   

Data 

Destruction 

The hardware disposal procedure has been revised to 

say that if one or more computers or hard disks in the 

Request for Disposal (RFD) are identified as potentially 

containing NHS data: 

 the RFD is put on hold and a separate incident is 

logged for desktop support to collect the 

computers. 

 Desktop Support will erase each hard disk to HMG 

InfoSec S5 standard by multi-pass wiping 

(minimum of 3 passes) and then physically remove 

the disk from the PC.   

 Once erased and removed, the hard disks, and the 

computers that contained the hard disks will be 

passed to Asset Management, and placed into 

secure storage. 

 The supplier comments for the RFD are updated to 

specifically state that the hard disks must be 

physically destroyed, and a Waste certificate 

supplied proving physical destruction. 

Unaffected hard discs will continue to be reused to 

support the cost of secure disposal. The service is 

provided free to Birmingham City Council and is a 

Birmingham based company. 

The Council re-affirmed: 

 no data is permitted to be stored on local drives, all 

data should be stored on Storage Area Network 

(SAN) shared drives; and  

 all desktop and laptop computers have encrypted 

drives using Sophos Safeguard 256 bit encryption.  

Observation 

 

Closed 
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Ref Comments Link to Area Update Designation Status 

7.  A number of Birmingham City Council and Service 

Birmingham documents are out of review timescales.  

It should be noted that the Council is currently 

reviewing all policies as part of a business 

improvement programme. 

Operational 

Management 

A number of Birmingham City Council and Service 

Birmingham documents have been internally reviewed. 

A list was provided and a small sample of the listed 

documents was undertaken by the Audit Team. 

Observation 

 

Closed 

8.  The DSA requires updating to remove a data 

processing location which does not hold HES data.  It 

should be noted that HES data was never held at this 

location. 

Information 

Transfer 

It was reported that an update of the HES storage 

location has been provided to the DARS Team. 

Observation 

 

Closed 

9.  Public Health Intelligence draft written protocols for 

data release would be improved by the inclusion of 

action to be taken in the event of an information 

incident.  For example reference to the corporate 

incident procedure and IG Toolkit reporting 

requirements. 

Operational 

Management 

Written protocol and policy for data release have been 

updated to include reference to the BCC Information 

Security Incident Response Standard. 

Observation 

 

Closed 

10.  Service Birmingham is taking no special measures with 

respect to the encrypted hard disks containing 

sensitive information being dispatched from council 

premises to the third party destruction company, in that 

sensitive data is not deleted prior to collection.  The 

Audit Team is to provide a copy of the NHS Digital 

Destruction Guidelines for consideration. 

Data 

Destruction 

Any PH assets will be updated in Service Now 

(helpdesk system) and a note made that disk erasure 

is required before the equipment is released to the 

disposal company.  

(See Ref 6 above) 

Observation 

 

Closed 

11.  Public Health Intelligence should consider how it 

documents its local information system as described in 

the Corporate Access Control Standard.  For example 

“effective methods of documenting local data assets”. 

Operational 

Management 

An Information Asset Register comprising the 

information assets held by the team has been 

developed by Public Health Intelligence. It was 

reported that it will be monitored at regular team 

meetings. This was included in the 2 May 2017 

minutes. 

Observation 

 

Closed 

Table 1: Nonconformities and Observations 


