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1 Audit Summary 

1.1 Purpose 

This document records the key findings of a data sharing audit at Cheshire West and Chester 

Council – Public Health (CWCC) on 1 and 2 August 2017. It provides an evaluation of how 

CWCC conforms to the requirements of the data sharing framework contract (DSFC)  

CON-312830-X9W6M and the data sharing agreement (DSA) NIC-10994-B8M6V with 

respect to the provision of:  

Hospital Episode Statistics 

(HES) Dataset 

Level of data Dataset period 

Outpatients Pseudonymised /Anonymised 

Non Sensitive 

2006-2007; 2007-2008; 2008-2009; 

2009-2010; 2010-2011; 2011-2012; 

2012-2013; 2013-2014; 2014-2015; 

2015-2016; 2016-2017 (M11 to M13 inc 

AR); 2017-2018 (M2 -M10) 

Admitted Patient Care Pseudonymised /Anonymised 

Non Sensitive 

2006-2007; 2007-2008; 2008-2009; 

2009-2010; 2010-2011; 2011-2012; 

2012-2013; 2013-2014; 2014-2015; 

2015-2016; 2016-2017 (M11to M13 inc 

AR); 2017-2018 (M2 to M10) 

Accident and Emergency Pseudonymised /Anonymised 

Non Sensitive 

2007-2008; 2008-2009; 2009-2010; 

2010-2011; 2011-2012; 2012-2013; 

2013-2014; 2014-2015; 2015-2016; 

2016-2017 (M11to M13 inc AR); 2017-

2018 (M2 to M10) 

 

The HES data is accessed through the HES Data Interrogation System (HDIS) and is used 

by the Council in assisting in its public health function responsibilities.  

The data controller is CWCC and the data processor is Cheshire East Council (CEC). 

The report also considers whether CWCC conforms to its own policies and procedures.  

This is an exception report based on the criteria expressed in the NHS Digital Audit Guide. 
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1.2 Scope and Assurance Statement 

The audit considered the fitness for purpose of the main processes with respect to data 

handling at CWCC along with its associated documentation against the scope areas shown 

in Table 1. 

Whilst CWCC identified intended uses for the data within the DSA, CWCC have no outputs to 

show against the current DSA, which commenced on 1 April 2017. However the Audit Team 

was shown reports that were produced prior to 1 April 2017 using data provided under the 

previous DSA. Therefore Data Use and Benefits is assessed using outputs from the previous 

DSA. 

The NHS Digital Audit Team has assigned the following assurance ratings to these areas 

based upon the findings of the audit. 

Information Transfer Substantial assurance 

Access Control Moderate assurance 

Data Use and Benefits Substantial assurance 

Risk Management Moderate assurance 

Operational Management and Control Moderate assurance 

Data Destruction Substantial assurance 

Table 1: Scope and Assurance rating 

Detailed findings related to the areas of scope are detailed in Table 2. 

1.3 Overall Risk Statement 

It is the Audit Team’s opinion that based on evidence presented during the audit and the type 

of data being shared, there is low risk of a breach of information security, duties of care, 

confidentiality or integrity (including inappropriate access to or loss of data) provided by NHS 

Digital to CWCC under the terms and conditions of the data sharing agreements signed by 

both parties. 

1.4 Response 

CWCC has reviewed this report and confirmed that it is accurate.  

CWCC will establish a corrective action plan to address each finding shown in Table 2. NHS 

Digital will validate this plan and the resultant actions at a post audit review with CWCC to 

confirm the findings have been satisfactorily addressed. The post audit review will also 

consider the point for follow up at which time the Audit Team may raise further 

nonconformities/observations. 
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2 Findings 

Table 2 identifies the five minor nonconformities, five observations and one point for follow up were raised as part of the audit. All the 

findings relate to the CWCC. 

Ref Comments Link to Area Clause Designation Notes 

1.  CEC has been storing NHS Digital data at a location which is not stated in the 

DSA. The missing address is a council owned building where the backup tapes 

which contained NHS Digital data are stored. 

Information 

Transfer 

DSA, Annex A, Section 2b Minor  

2.  The desktop PC used to access NHS Digital was not encrypted as required by 

CWCC policy. 

Access Control CWCC, Encryption Policy, 

Section 4.1 

Minor  

3.  A Privacy Impact Assessment (PIA) has not been full completed and reviewed 

by the Information Governance (IG) team as required by CWCC’s Data 

Protection Impact Assessment Template.  At the time of the audit, the PIA for 

the HES data had only been partially completed.    

Operational 

Management 

CWCC, Privacy Impact 

Assessment 

Minor  

4.  The Information Asset Administrator for the NHS Digital data asset had not 

completed role specific training as required by CWCC policy.  It was noted that 

the Information Asset Owner had been appointed in June 2017 and has not 

completed role specific training, however this training has been planned by the 

IG team.   

Operational 

Management 

CWCC, Data Protection 

Policy, Section 8 

CWCC, Records 

Managements Policy, 

Section 6.1 

Minor  

5.  There was no evidence to show that access to the network folder holding the 

HES data had been reviewed on a regular basis. 

Access Control DSFC, Schedule 2, Section 

A, Clause 1.2 and 4.1 

Minor  

6.  CWCC has some guidance on the handling and processing of NHS Digital 

data. However, CWCC should consider including the following in its guidance:  

• a data flow diagram which outlines all touch points for NHS Digital data; 

• review of access to folders containing NHS Digital data; 

• an incidents reporting process and reference to NHS Digital guidance;  

• a section on data destruction; and  

• the introduction of quality checks on outputs to ensure their accuracy. 

Operational 

Management 

 Observation  
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Ref Comments Link to Area Clause Designation Notes 

7.  The appropriate teams within CWCC and CEC have not seen the DSA or the 

DSFC, so are unaware of the obligations they need to meet. 

Operational 

Management 

 Observation  

8.  There is no retention schedule for NHS Digital data. It should be noted that 

developing the retention schedules for CWCC is an ongoing project for the IG 

team. 

Operational 

Management 

 Observation  

9.  Some of CWCC’s policies and procedures were past their review date. CWCC 

stated the review had been put on hold due to General Data Protection 

Regulation (GDPR). The Audit Team also found a couple of inconsistencies in 

the written policies  and current practice: 

• The Password Policy setting for network lockout stated in the policy did not 

reflect the actual setting implemented on the domain controller. 

• The Data in Transit Policy refers to an ‘Individual Data Owners’ role at 

CWCC which does not exist. 

Operational 

Management 

CWCC, Password Policy, 

Section 4 

CWCC, Data in Transit 

Policy, Section 1 

 

Observation  

10.  CWCC has not considered, assessed and included all project risks in the local 

risk register. CWCC needs to take into account factors such as reputation, 

financial risk and the risk of termination of the DSA.   

Risk 

Management 

 Observation  

11.  The Audit Team needs to review further evidence associated with risk 

management; namely the IT risk register. 

Risk 

Management  

 Follow Up  

Table 2: Nonconformities, Observations and Point for follow-up
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2.1 Supplementary Notes 

No notes. 

2.2 Data Location 

CWCC confirmed that the location of the data was limited to the location shown in Table 3. 

Data Location  England  

Table 3: Data Location 

2.3 Backup Retention 

The duration for which data may be retained on backup media is shown in Table 4. 

Backup retention  12 months 

Table 4: Data Retention Period 

2.4 Good Practice 

In addition to the findings presented in Table 2 the Audit Team noted the following areas of 

good practice: 

• The Project Lead was able to explain the direct benefits to health and social care from its 

use of the data. It should be noted that a number of reports were shown to the Audit Team, 

which were produced using HES data provided under the previous DSA. The current DSA 

had only been in place since 1 April 2017, and no output had been produced at the time of 

the onsite audit.  

• Penetration tests are being carried out regularly on the network holding NHS Digital data. 

2.5 Disclaimer 

NHS Digital has prepared this audit report for its own purposes. As a result, NHS Digital does 

not assume any liability to any person or organisation for any loss or damage suffered or 

costs incurred by it arising out of, or in connection with, this report, however such loss or 

damage is caused. NHS Digital does not assume liability for any loss occasioned to any 

person or organisation acting or refraining from acting as a result of any information 

contained in this report. 


