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1 Audit Summary 

1.1 Purpose 

This report provides the formal closure of the data sharing audit of School of Social and 

Community Medicine (SSCM) at the University of Bristol on 10 and 11 November 2016 

against the requirements of the data sharing framework contract (DSFC) CON-304765-

H4P3X and the data sharing agreement (DSA) NIC-30560-W4V1T with respect to the 

provision of:  

Dataset(s)   “Level” of data  Dataset period 

Hospital Episode Statistics (HES) - Admitted 

Patient Care for a cohort of about 50 records 

Pseudonymised 

Non Sensitive  

2002/03 to 2015/16 

 

 

Further guidance on the terms used in this post audit report can be found in the NHS Digital 

Audit Guide. 

1.2 Post Audit Review 

This post audit review comprised of desk based reviews of the action plan and supporting 

evidence supplied by SSCM between March and July 2017.  

Based on this post audit review all the nonconformities have been closed. There are 

observations which are still open, however, no further follow-up is planned by the Audit 

Team. An observation is a situation where a requirement is not being breached but a 

possible improvement or deficiency has been identified by the Audit Team. 

1.3 Updated Risk Statement 

In summary, it is the Audit Team’s opinion that at the current time and based on evidence 

presented during the post audit review and the type of data being shared, there is low risk of 

a breach of information security, duties of care, confidentiality or integrity (including 

inappropriate access to or loss of data) provided by NHS Digital to SSCM under the terms 

and conditions of the data sharing agreements signed by both parties. 

1.4 Response 

SSCM has reviewed this report and confirmed that it is accurate.  

As NHS Digital has closed all the nonconformities, no further action is required by the Audit 

Team.  However, SSCM should seek to close those observations which are still classed as 

open.   
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1.5 Disclaimer 

NHS Digital takes all reasonable care to ensure that this audit report is fair and accurate but 

cannot accept any liability to any person or organisation, including any third party, for any 

loss or damage suffered or costs incurred by it arising out of, or in connection with, the use of 

this report; however such loss or damage is caused. NHS Digital cannot accept liability for 

loss occasioned to any person or organisation, including any third party, acting or refraining 

from acting as a result of any information contained in this report.     
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2 Status 

Table 1 identifies the 2 major nonconformities and 7 observations for follow-up raised as part of the original audit.  

Ref Comments Link to Area Update Designation Status 

1.  The DSA and System Level Security Policy (SLSP) do 

not reflect current practice and need to be corrected.  

 

Access 

Control / 

Information 

Transfer 

The DSA has been updated following discussions 

between the SSCM and the DARS team. The DSA 

was approved by the DARS team in February 2017. 

The SLSP has also been updated and submitted to 

NHS Digital.  

 

Major Closed 

2.  The Audit Team found that the pseudonymised data 

supplied by NHS Digital was being linked to other data. 

The NHS Digital DARS team has confirmed that the 

linkage did not re-identify the data.  

This is a breach of the DSA section 5b, which states 

that ‘the pseudonymised data supplied by NHS Digital 

will not be re-identified nor linked with the UHB’s 

identifiable data or any other data. 

Data Use 

and Benefits 

SSCM has discussed the data linkage practice with the 

DARS team and the DSA has been updated following 

the discussions.   

Major Closed 

3.  The incident reporting process is not documented.  

The SSCM should consider documenting the incident 

reporting procedures to including reference to NHS 

Digital guidance on incident reporting and timescales.   

Operational 

Management 

The University has developed a draft procedure 

covering the secure handling of NHS Digital data. It 

includes a section on reporting breaches and 

references NHS Digital guidance on incident reporting. 

This finding is still open as the procedure is draft.   

Observation Open but 

no further 

follow up 

planned 

4.  There was no documented procedure for the handling 

of NHS Digital data.  

Operational 

Management 

As reference in finding 4, the University have 

developed a draft procedure covering the secure 

handling of NHS Digital data. It covers a number of 

areas including audit of access, vulnerability scanning, 

incident reporting and data destruction. This finding is 

still open as the procedure is draft.   

Observation Open but 

no further 

follow up 

planned 
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Ref Comments Link to Area Update Designation Status 

5.  There has been no review of user access to the 

network folder holding NHS Digital data. It should be 

noted at the time of the audit, the SSCM had only had 

the data for two months and the Audit Team was 

informed that this check was planned.  Ideally, this 

process should be documented in the procedure for 

handling NHS Digital data.  

Access 

Control 

The University has implemented a process to review 

user access on a regularly basis. The first review was 

carried out in May 2017. 

The process is documented in the University 

procedure covering the secure handling of NHS Digital 

data.  

Observation Closed 

6.  The corporate or local Information Asset Register (IAR) 

did not include NHS Digital information assets. The IG 

policy supporting the IAR was being developed at the 

time of the audit and as a consequence this finding has 

been only raised as an observation.  

Operational 

Management 

A project specific IAR has been produced which lists 

NHS Digital data assets including details such as asset 

description, location and the named IAO.  

Observation Closed 

7.  An Information Asset Owner (IAO) has been assigned 

for NHS Digital data. However the IAO has not 

completed specialist IAO training to support this role 

though has undertaken specific research training 

including handling NHS Digital data.  

Operational 

Management 

The IAO has completed NHS Digital training 

‘Introduction to Risk Management for SIROs and IAOs 

Workbook’ and passed the assessment.  

Observation Closed 

8.  To complement the current external vulnerability test, 

the University of Bristol should consider 

penetration/vulnerability testing on the storage 

locations where NHS Digital data is held to ensure 

suitable controls are in place. 

Access 

Management  

The University has developed a draft procedure 

covering the secure handling of NHS Digital data. It 

includes a section on vulnerability scanning. This 

finding is still open as the procedure is draft.   

Observation Open but 

no further 

follow up 

planned 

9.  To ensure adherence to the NHS Digital DSFC on 

permanent data deletion, the University of Bristol 

should consider the use of specialist software to 

ensure data is not recoverable. Furthermore the 

decommissioning of IT hardware with a footprint of 

NHS Digital needs to include a full audit trail to support 

the process.  

Data 

Destruction  

The University has developed a draft procedure 

covering the secure handling of NHS Digital data. It 

includes a section on data destruction and references 

requirements in line with DARS guidance.  

Observation Open but 

no further 

follow up 

planned 

Table 1: Nonconformities and Observations 


